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SAFETY AND REGULATORY INFORMATION

IMPORTANT SAFETY INSTRUCTIONS — when using your telephone equipment, basic safety
precautions should always be followed to reduce the risk of fire, electric shock, and injury to persons,
including the following:

e Read all of the instructions listed here and/or in the user manual before you operate this
device. Give particular attention to all safety precautions. Retain the instructions for future
reference.

e This device must be installed and used in strict accordance with manufacturer’s instructions
as described in the user documentation that is included with the device.

e  Comply with all warning and caution statements in the instructions. Observe all warning and
caution symbols that are affixed to this device.

e To prevent fire or shock hazard, do not expose this device to rain or moisture. The device
must not be exposed to dripping or splashing. Do not place objects filled with liquids, such as
vases, on the device.

e This device was qualified under test conditions that included the use of the supplied cables
between systems components. To ensure regulatory and safety compliance, use only the
provided power and interface cables and install them properly.

o Different types of cord sets may be used for connections to the main supply circuit. Use only
a main line cord that complies with all applicable device safety requirements of the country of
use.

e Installation of this device must be in accordance with national wiring codes and conform to
local regulations.

o  Operate this device only from the type of power source indicated on the device's marking
label. If you are not sure of the type of power supplied to your home, consult your dealer or
local power company.

¢ Do not overload outlets or extension cords, as this can result in a risk of fire or electric shock.
Overloaded AC outlets, extension cords, frayed power cords, damaged or cracked wire
insulation, and broken plugs are dangerous. They may result in a shock or fire hazard.

e Route power supply cords so that they are not likely to be walked on or pinched by items
placed upon or against them. Pay particular attention to cords where they are attached to
plugs and convenience receptacles, and examine the point where they exit from the device.

e Place this device in a location that is close enough to an electrical outlet to accommodate the
length of the power cord.

e Place device to allow for easy access when disconnecting the power cord of the device from
the AC wall outlet.

e Do not connect the plug into an extension cord, receptacle, or other outlet unless the plug can
be fully inserted with no part of the blades exposed.

e Place this device on a stable surface.

e Itis recommended that the customer install an AC surge protector in the AC outlet to which
this device is connected. This is to avoid damaging the device by local lightning strikes and
other electrical surges.

e Postpone installation until there is no risk of thunderstorm or lightning activity in the area.

e Avoid using a telephone (other than a cordless type) during an electrical storm. There may be
a remote risk of electric shock from lightning. For added protection, unplug the device from
the wall outlet and disconnect the cables to avoid damage to this device due to lightning and
power surges.
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e Do not cover the device, or block the airflow to the device with any other objects. Keep the
device away from excessive heat and humidity and keep the device free from vibration and
dust.

e  Wipe the device with a clean, dry cloth. Never use cleaning fluid or similar chemicals. Do not
spray cleaners directly on the device or use forced air to remove dust.

e CAUTION: To reduce the risk of fire, use only No. 26 AWG or larger (e.g., 24 AWG) UL Listed
or CSA Certified Telecommunication Line Cord, or national equivalent.

e Disconnect TNV circuit connector(s) before disconnecting power.
e Disconnect TNV circuit connector before removing cover.

e Do not use this product near water; for example, near a bathtub, washbowl, kitchen sink or
laundry tub, in a wet basement, or near a swimming pool.

e Do not use the telephone to report a gas leak in the vicinity of the leak.

e Use only the power cord and batteries indicated in this manual. Do not dispose of batteries in
a fire. They may explode. Check with local codes for possible disposal instructions.

e Upon completion of any service or repairs to this device, ask the service technician to perform
safety checks to determine that the device is in safe operating condition.

e Do not open the device. Do not perform any servicing other than that contained in the
installation and troubleshooting instructions. Refer all servicing to qualified service personnel.

SAVE THESE INSTRUCTIONS

Note to CATV System Installer — This reminder is provided to call the CATV system installer’s
attention to Section 820.93 of the National Electric Code, which provides guidelines for proper
grounding and, in particular, specifies that the Coaxial cable shield shall be connected to the grounding
system of the building, as close to the point of cable entry as practical.
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SAFETY REQUIREMENTS FOR THE SVG2500 LITHIUM-ION BATTERY

You must properly handle the SVG2500 lithium-ion rechargeable battery to ensure your safety.
Improper handling can cause leakage, heat, smoke, explosion, or fire resulting in damage to the
equipment or the user.

Use the SVG2500 battery only in the SVG2500 SURFboard Wireless Voice Gateway.

CAUTION: Risk of explosion if battery is replaced by the incorrect type. Use only Motorola
approved batteries, Motorola part number 515757-001 and 538043-001. Dispose of used
batteries according to the instructions.

Do not use the battery where static electricity is generated.

Do not heat the battery or discard into a fire. Keep the battery away from high-temperature
locations.

Properly discard the battery if it exhibits an abnormal condition, such as heat, odor, color, or a
change in shape. When discarding, place insulated tape over the battery terminals.

The battery should be stored out of the reach of children.
Do not store the battery close to metal objects.

If the battery leaks fluid and you touch it, immediately wash your hands. If the fluid gets into
your eye, do not rub the eye. Rinse with water and immediately seek medical care. Left
untreated, the battery fluid could cause damage to the eye.

Ensure that the battery does not receive any strong impacts, such as dropping or striking with
a hard object.

At the end of battery life, the SVG2500 battery must be disposed of properly and may need to
be recycled. Contact your local recycling center for proper disposal methods.

Do not expose the battery to ultrasonic energy.
Do not disassemble, modify, or attempt to repair the battery.

Before installation, the battery should not be subjected to temperatures below —10° C or
above +60° C (14° F to 140° F). After initial customer usage (initially charged above shipping
charge state), the battery should not be subjected to temperatures outside the operating
temperature range:

Battery Pack External Exposure Operating Temperature Range:
Charging: 0.0° C to +45.0° C (0° F to 113° F)
Discharging: =10.0° C to +60.0° C (14° F to 140° F)

NOTE: A backup battery is not available for some models of the SVG2500.

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

IMPORTANT VOIP SERVICE INFORMATION

When using this VolP device, you CANNOT make any calls, including an emergency call, and E911
location services WILL NOT be available, under the following circumstances:

e  Your broadband ISP connection goes down, is lost or otherwise fails.
e You lose electrical power.

When using this VolP device, you may be able to make an emergency call to an operator, but E911
location services may not be available under the following circumstances:

e You have changed the physical address of your VolP device, and you did not update or
otherwise advise your VolP service provider of this change.

e You are using a non-U.S. telephone number.

e There are delays in making your location information available in or through the local automatic
location information database.

Note: Your service provider, not Motorola, is responsible for the provision of VolP telephony services
through this equipment. Motorola shall not be liable for, and expressly disclaims, any direct or indirect
liabilities, damages, losses, claims, demands, actions, causes of action, risks, or harms arising from or
related to the services provided through this equipment.

FCC STATEMENTS
FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential environment. This equipment generates uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the device off and on, the user is encouraged
to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the device and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) This device must accept any
interference received, including interference that may cause undesired operation.

FCC CAUTION: Any changes or modifications not expressly approved by Motorola for compliance
could void the user’s authority to operate the equipment.

FCC RADIATION EXPOSURE STATEMENT

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
To comply with the FCC RF exposure compliance requirements, the separation distance between the
antenna and any person’s body (including hands, wrists, feet and ankles) must be at least 20 cm (8
inches).

This transmitter must not be co-located or operation in conjunction with any other antenna or
transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent
and are firmware programmed at the factory to match the intended destinations. The firmware setting
is not accessible by the end user.

iv
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INDUSTRY CANADA (IC) STATEMENT

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following
two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may cause undesired
operation of the device.

This device has been designed to operate with the antennas listed below, and having a maximum gain
of 2 dB. Antennas not included in this list or having a gain greater than 2 dB are strictly prohibited for
use with this device. The required antenna impedance is 50 ohms.

Antennal(s): Motorola Part # 538707-001

To reduce potential radio interference to other users, the antenna type and its gain should be so
chosen that the equivalent isotropically radiated power (e.i.r.p) is not more than that permitted for
successful communications.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme & la norme NMB-003 du Canada.

IC RADIATION EXPOSURE STATEMENT

IMPORTANT NOTE: This equipment complies with IC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a minimum distance
of 20 cm between the radiator and your body.

WIRELESS LAN INFORMATION

This device is a wireless network product that uses Direct Sequence Spread Spectrum (DSSS) radio
technology. The device is designed to be inter-operable with any other wireless DSSS product that
complies with:

e The IEEE 802.11 Standard on Wireless LANs (Revision B and Revision G), as defined and
approved by the Institute of Electrical Electronics Engineers

e The Wireless Fidelity (Wi-Fi) certification as defined by the Wireless Ethernet Compatibility
Alliance (WECA).

®
Wi-Fi PROTECTED

SETUP
CERTIFIED

RESTRICTIONS ON THE USE OF WIRELESS DEVICES

In some situations or environments, the use of wireless devices may be restricted by the proprietor of
the building or responsible representatives of the organization. For example, using wireless equipment
in any environment where the risk of interference to other devices or services is perceived or identified
as harmful.

If you are uncertain of the applicable policy for the use of wireless equipment in a specific organization
or environment, you are encouraged to ask for authorization to use the device prior to turning on the
equipment.

The manufacturer is not responsible for any radio or television interference caused by unauthorized
modification of the devices included with this product, or the substitution or attachment of connecting
cables and equipment other than specified by the manufacturer. Correction of the interference caused
by such unauthorized modification, substitution, or attachment is the responsibility of the user.

The manufacturer and its authorized resellers or distributors are not liable for any damage or violation of
government regulations that may arise from failing to comply with these guidelines.

\
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SECURITY WARNING: This device allows you to create a wireless network. Wireless network
connections may be accessible by unauthorized users. Please read the SVG2500 User Guide or visit
the Motorola website to learn how to protect your network.

INTERNATIONAL DECLARATION OF CONFORMITY
We,

Motorola, Inc.
101 Tournament Drive
Horsham, PA, U.S.A.

Declare under our sole responsibility that the
SVG2500 SURFboard Wireless Voice Gateway
To which the declaration relates is in conformity with the following standards:
EN 60950-1
EN 300 328
EN 301 489-1/-17
EN 61000-3-2
EN 61000-3-3

The following provisions of the Directive(s) of the Council of the European Union:
EMC Directive 2004/108/EC
Low Voltage Directive 2006/95/EC
R&TTE Directive 1999/5/EC
Waste Electrical and Electronic Equipment (WEEE) Directive 2002/96/EC
Restriction of the Use of Certain Hazardous Substances in Electrical Equipment (RoHS) Directive
2002/95/EC

CARING FOR THE ENVIRONMENT BY RECYCLING

When you see this symbol on a Motorola product, do not dispose of the product with
residential or commercial waste.

Recycling your Motorola Equipment

o Please do not dispose of this product with your residential or commercial waste. Some
countries or regions, such as the European Union, have set up systems to collect and
_ recycle electrical and electronic waste items. Contact your local authorities for
information about practices established for your region. Please visit
www.motorola.com/recycle for instructions on recycling.

vi
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SOFTWARE LICENSE

SVG2500 SURFboard Wireless Voice Gateway
Motorola, Inc.

Connected Home Solutions Business (“Motorola”)
101 Tournament Drive, Horsham, PA 19044

IMPORTANT: PLEASE READ THIS SOFTWARE LICENSE (“LICENSE") CAREFULLY BEFORE YOU
INSTALL, DOWNLOAD, OR USE ANY APPLICATION SOFTWARE, USB DRIVER SOFTWARE,
FIRMWARE, AND RELATED DOCUMENTATION ("SOFTWARE") PROVIDED WITH MOTOROLA’'S
CABLE DATA PRODUCT (THE “CABLE DATA PRODUCT"). BY USING THE CABLE DATA PRODUCT
AND/OR INSTALLING, DOWNLOADING, OR USING ANY OF THE SOFTWARE, YOU INDICATE YOUR
ACCEPTANCE OF EACH OF THE TERMS OF THIS LICENSE. UPON ACCEPTANCE, THIS LICENSE
WILL BE A LEGALLY BINDING AGREEMENT BETWEEN YOU AND MOTOROLA. THE TERMS OF
THIS LICENSE APPLY TO YOU AND TO ANY SUBSEQUENT USER OF THIS SOFTWARE.

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS LICENSE (I) DO NOT INSTALL OR USE THE
SOFTWARE AND (Il) RETURN THE CABLE DATA PRODUCT AND THE SOFTWARE (COLLECTIVELY,
“PRODUCT"), INCLUDING ALL COMPONENTS, DOCUMENTATION, AND ANY OTHER MATERIALS
PROVIDED WITH THE PRODUCT, TO YOUR POINT OF PURCHASE OR SERVICE PROVIDER, AS THE
CASE MAY BE, FOR A FULL REFUND. BY INSTALLING OR USING THE SOFTWARE, YOU AGREE TO
BE BOUND BY THE PROVISIONS OF THIS LICENSE AGREEMENT.

The Software includes associated media, any printed materials, and any “on-line” or electronic
documentation, as well as any updates, revisions, bug fixes, or drivers obtained by you from Motorola
or your service provider. Software provided by 3rd parties may be subject to separate end-user license
agreements from the manufacturers of such Software.

The Software is never sold. Motorola licenses the Software to the original customer and to any
subsequent licensee for personal use only on the terms of this License. Motorola and its 3rd party
licensors retain the ownership of the Software.

You may:
USE the Software only in connection with the operation of the Product.

TRANSFER the Software (including all component parts and printed materials) permanently to another
person, but only if the person agrees to accept all of the terms of this License. If you transfer the
Software, you must at the same time transfer the Product and all copies of the Software (if applicable)
to the same person or destroy any copies not transferred.

TERMINATE this License by destroying the original and all copies of the Software (if applicable) in
whatever form.

You may not:

(1) Loan, distribute, rent, lease, give, sublicense, or otherwise transfer the Software, in whole or in part,
to any other person, except as permitted under the TRANSFER paragraph above. (2) Copy or translate
the User Guide included with the Software, other than for personal use. (3) Copy, alter, translate,
decompile, disassemble, or reverse engineer the Software, including, but not limited to, modifying the
Software to make it operate on non-compatible hardware. (4) Remove, alter, or cause not to be
displayed any copyright notices or startup message contained in the Software programs or
documentation. (5) Export the Software or the Product components in violation of any United States
export laws.

The Product is not designed or intended for use in on-line control of aircraft, air traffic, aircraft
navigation, or aircraft communications; or in design, construction, operation, or maintenance of any
nuclear facility. MOTOROLA AND ITS 3rd PARTY LICENSORS DISCLAIM ANY EXPRESS OR IMPLIED
WARRANTY OF FITNESS FOR SUCH USES. YOU REPRESENT AND WARRANT THAT YOU SHALL
NOT USE THE PRODUCT FOR SUCH PURPOSES.

Title to this Software, including the ownership of all copyrights, mask work rights, patents, trademarks,
and all other intellectual property rights subsisting in the foregoing, and all adaptations to and
modifications of the foregoing, shall at all times remain with Motorola and its 3rd party licensors.

vii
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Motorola retains all rights not expressly licensed under this License. The Software, including any
images, graphics, photographs, animation, video, audio, music, and text incorporated therein, is owned
by Motorola or its 3rd party licensors and is protected by United States copyright laws and international
treaty provisions. Except as otherwise expressly provided in this License, the copying, reproduction,
distribution or preparation of derivative works of the Software, any portion of the Product or the
documentation is strictly prohibited by such laws and treaty provisions. Nothing in this License
constitutes a waiver of Motorola’s rights under United States copyright law.

This License and your rights regarding any matter it addresses are governed by the laws of the
Commonwealth of Pennsylvania, without reference to conflict of laws principles. THIS LICENSE SHALL
TERMINATE AUTOMATICALLY if you fail to comply with the terms of this License.

Motorola is not responsible for any 3rd party software provided as a bundled application, or otherwise,
with the Software.

U.S. GOVERNMENT RESTRICTED RIGHTS

The Product and documentation is provided with RESTRICTED RIGHTS. The use, duplication, or
disclosure by the Government is subject to restrictions as set forth in subdivision (c)(1)(ii) of The Rights
in Technical Data and Computer Software clause at 52.227-7013. The contractor/ manufacturer is
Motorola, Inc., Connected Home Solutions Business, 101 Tournament Drive, Horsham, PA 19044.

viii
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WARRANTY INFORMATION
SVG2500 SURFboard Voice Modem
Motorola, Inc., Connected Home Solutions Business (“Motorola”)

What is my limited warranty? A limited warranty for this Product (including Software) is provided by
Motorola to your distributor, cable operator, or Internet service provider, as applicable. Please contact
your cable operator or Internet service provider (“Service Provider”) for details. Motorola does not
warrant that any Software will perform error-free or without bugs. Motorola’s warranty shall not apply:
(i) to any Product subjected to accident, misuse, neglect, alteration, Acts of God, improper handling,
improper transport, improper storage, improper use or application, improper installation, improper
testing, or unauthorized repair; or (ii) to cosmetic problems or defects which result from normal wear
and tear under ordinary use, and do not affect the performance or use of the Product. Motorola’s
warranty applies only to a Product that is manufactured by Motorola and identified by Motorola-owned
trademarks, trade names, or product identification logos affixed to the Product. MOTOROLA DOES
NOT WARRANT THIS PRODUCT DIRECTLY TO YOU, THE END USER. EXCEPT AS DESCRIBED IN
THIS SECTION "WARRANTY INFORMATION,” THERE ARE NO WARRANTIES OR
REPRESENTATIONS OF ANY KIND RELATING TO THE PRODUCT, EXPRESS, IMPLIED, OR
STATUTORY, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR WARRANTY AGAINST INFRINGEMENT. MOTOROLA IS
NOT RESPONSIBLE FOR, AND PROVIDES “AS IS,” ANY SOFTWARE SUPPLIED BY 3RD PARTIES.

What additional provisions should | be aware of? Because it is impossible for Motorola to know the
purposes for which you acquired this Product or the uses to which you will put this Product, you
assume full responsibility for the selection of the Product for its installation and use. While every
reasonable effort has been made to insure that you will receive a Product that you can use and enjoy,
Motorola does not warrant that the functions of the Product will meet your requirements or that the
operation of the Product will be uninterrupted or error-free. MOTOROLA IS NOT RESPONSIBLE FOR
PROBLEMS OR DAMAGE CAUSED BY THE INTERACTION OF THE PRODUCT WITH ANY OTHER
SOFTWARE OR HARDWARE.

How long does this Limited Warranty last? Contact your Service Provider for details.

What you must do to obtain warranty service. For Product customer service, technical support,
warranty claims, questions about your Internet service or connection, contact your Service Provider.
ALL WARRANTIES ARE VOID IF THE PRODUCT IS OPENED, ALTERED, AND/OR DAMAGED.

THESE ARE YOUR SOLE AND EXCLUSIVE REMEDIES for any and all claims that you may have arising
out of or in connection with this Product, whether made or suffered by you or another person and
whether based in contract or tort.

IN NO EVENT SHALL MOTOROLA BE LIABLE TO YOU OR ANY OTHER PARTY FOR ANY DIRECT,
INDIRECT, GENERAL, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY OR OTHER
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PRODUCT (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION,
LOSS OF INFORMATION OR ANY OTHER PECUNIARY LOSS), OR FROM ANY BREACH OF
WARRANTY, EVEN IF MOTOROLA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
IN NO CASE SHALL MOTOROLA'S LIABILITY EXCEED THE AMOUNT YOU PAID FOR THE
PRODUCT.

Motorola’s warranty is governed by the laws of the Commonwealth of Pennsylvania, excluding its
conflict of laws principles and excluding the provisions of the United Nations.
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© 2007 Motorola, Inc. All rights reserved. No part of this publication may be reproduced in any form or
by any means or used to make any derivative work (such as translation, transformation, or adaptation)
without written permission from Motorola, Inc.

MOTOROLA and the Stylized M logo are registered in the US Patent & Trademark Office. SURFboard
is a registered trademark of General Instrument Corporation, a wholly-owned subsidiary of Motorola,
Inc. Microsoft, Windows, Windows NT, Windows Vista, Internet Explorer, DirectX, and Xbox LIVE are
registered trademarks of Microsoft Corporation; and Windows XP is a trademark of Microsoft
Corporation. Linux® is a registered trademark of Linus Torvalds in the U.S. and other countries. UNIX is
a registered trademark of the Open Group in the United States and other countries. Macintosh is a
registered trademark of Apple Computer, Inc. Adobe, Adobe Acrobat, and Adobe Acrobat Reader are
registered trademarks of Adobe Systems, Inc. The Wi-Fi CERTIFIED logo is a Certification Mark of the
Wireless Fidelity Alliance, Inc. and the Wi-Fi Protected Setup logo is a trademark of the Wireless
Fidelity Alliance, Inc. Wi-Fi and the Wi-Fi Alliance logo are registered marks of the Wi-Fi Alliance, Inc. All
other product or service names are property of their respective owners .No part of the contents of this
document may be reproduced or transmitted in any form or by any means without the written
permission of the publisher.

Motorola reserves the right to revise this publication and to make changes in content from time to time
without obligation on the part of Motorola to provide notification of such revision or change. Motorola
provides this guide without warranty of any kind, implied or expressed, including, but not limited to, the
implied warranties of merchantability and fitness for a particular purpose. Motorola may make
improvements or changes in the product(s) described in this manual at any time.

X
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1 OVERVIEW

Thank you for purchasing a Motorola SVG2500 SURFboard® Wireless Voice Gateway
for your home, home office, or small business/enterprise. Applications where the
Motorola SVG2500 is especially useful include:

Households with multiple computers requiring a network connection and
Internet access

Small businesses or home offices requiring fast, affordable, and secure Internet
access

Households and home offices requiring more affordable telephone access with a
Voice-OverInternet-Protocol (VolP) connection through the Internet

Internet gamers desiring easier setup for:
e Programs such as DirectX® 7 or DirectX® 8
e Sites such as MSN Games by Zone.com or Battle.net®

Video conferencing

A home network enables you to share information between two or more computers.
You can connect your home network to the Internet through your cable TV system.
The SVG2500 is the central connection point between your computers and the
Internet. It directs (routes) information between the computers connected to your
home network. A built-in cable modem transmits information between your home
network and the Internet.

An SVG2500 offers the following standard features:

Combines five separate products — a DOCSIS® cable modem, |IEEE
802.11g wireless access point (with Wi-Fi®), Ethernet 10/100Base-T connections,
two VolIP Internet telephone connections, and firewall — into one compact unit

1
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e Enables you to create a custom network sharing a single broadband connection,
files, and peripherals, with or without wires
e Advanced firewall for enhanced network security for wired and wireless users
e Provides easy setup

For the most recent documentation, visit the Cable Modems and Gateways page on
the Motorola website:
http://broadband.motorola.com/consumers/support/default.asp.

Easy Setup

It is much easier to configure a local area network (LAN) using an SVG2500 than
using traditional networking equipment:

¢ The Installation Assistant application on the SVG2500 Installation CD-ROM
enables easy connection to the cable network.

e [or basic operation, most default settings require no modification.

e The SVG2500 Configuration Manager (CMGR) provides a graphical user interface
(GUI) for easy configuration of necessary wireless, Ethernet, router, DHCP and
security settings. For information about using the SVG2500 Configuration Manager,
see Section 3, Basic Configuration.

Network Connection Types

The SVG2500 provides different network connection types for your computers to
exchange data. The connection between your computers and the SVG2500 may be
with a wireless or a wired connection or a combination of the two. Your network can
use one or any combination of the following network connections:

o Ethernet local area network (LAN)
o Wireless LAN (IEEE 802.11g that also supports IEEE 802.11b wireless clients)
e Wi-Fi (Wireless Fidelity) connections to Wi-Fi enabled devices

e Universal Serial Bus (USB)

Powerful Features in a Single Unit

An SVG2500 combines high-speed Internet access, networking, and computer
security for a home or small-office LAN. An SVG2500 provides:

¢ Anintegrated high-speed cable modem for continuous broadband access to the
Internet and other online services with much faster data transfer than traditional
dial-up or ISDN modems

e Asingle broadband connection for up to 245 computers to surf the web; all
computers on the LAN communicate as if they were connected to the same
physical network
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An |IEEE 802.11g wireless access point to enable laptop users to remain
connected while moving around the home or small office or to connect desktop
computers without installing network wiring. Depending on distance, wireless
connection speeds can match that of Ethernet.

Voice-OverInternet-Protocol (VolP) telephone service with two telephone lines
available for reliable voice service with your broadband Internet connection.

Increased reliability with a backup battery for your digital voice service for most
SVG2500 models.

A secure Wi-Fi broadband connection for Wi-Fi enabled devices on your network,
such as your cellular telephone, laptops, printers, PDAs, and desktops.

A USB connection for a single PC

Four 10/100Base-T Ethernet uplink ports supporting half- or full-duplex
connections and auto-MDIX

Routing for a wireless LAN (WLAN) or a wired Ethernet LAN; you can connect
more than four computers using hubs and/or switches

A built-in DHCP server to easily configure a combined wired and/or wireless
Class C private LAN

An advanced firewall supporting stateful-inspection, intrusion detection, DMZ,
denial-of-service attack prevention, and Network Address Translation (NAT)

Virtual private network (VPN) pass-through operation supporting IPSec, PPTE or
L2TP to securely connect remote computers over the Internet

Port Forwarding to configure ports to run applications having special network
requirements

Sample Hybrid LAN

The sample LAN illustrated on the next page contains the devices listed below, all
protected by the SVG2500 firewall. Clockwise from top-right, the devices are:

Cellular telephone with a wireless Wi-Fi connection

PDA, an Apple Macintosh® computer, a desktop PC, and a laptop PC with a
802.11g wireless LAN connection

Two wired telephone connections with SVG2500 VolP Internet telephone access

Computer and printer on the Ethernet port through a network hub connection,
and a computer connected directly to an Ethernet port

PC connection to the USB port
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Figure 1-1 — Sample Hybrid LAN
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Optional Accessories
All networks are composed of multiple devices. The SVG2500 works with any |[EEE

802.11g, IEEE 802.11b compliant, or Wi-Fi certified client product.
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VoIP Telephone Service with Your SVG2500

Your SVG2500 allows you to use the cable Internet connection for VolP telephone
service with the same features as your traditional telephone service. You must
contact a VoIP service provider for this feature to work with the SVG2500.

You can connect up to two standard telephone lines using your SVG2500,
supporting:

e Local and long-distance calling

e Standard telephone features like call hold and mute, caller ID, speed dial, call
forwarding, call waiting, call return, three-way calling, and voice mail

o Telephone modem and fax support

Caution!

Use only a standard telephone. Digital phones used in many businesses that
connect to a PBX (private branch exchange) do not operate with the SVG2500.

Telephone Features Supported by the SVG2500

The SVG2500 VoIP function supports the telephone features listed below. Some
features listed may not be available on your telephone or supported by your Voice
Service Provider.

e Standard two-wire telephone connection for voice, fax, and telephone modem
operation. The connection to the telephone equipment is made with a standard
RJ-11 jack and plug.

e Re-dial number

e Speed dial

e Call forwarding

e Call hold and mute

e Callreturn

e (Call waiting

e CallerID

e Caller ID block

e Three-way calling

e \Voice mall

e Telephony Devices for the Disabled (TDD)
e On hook, off hook detection

e Operator barge-in
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e Standard call progress signals
e Dial-tone stutter
e Dial-tone busy

The SVG2500 does not provide support for pulse-dial equipment.

Cell Phone Pairing and the SVG2500 Wi-Fi Feature
This feature operates separately from the SVG2500 VolP feature.

The Wi-Fi capability of your SVG2500 allows you to make Internet telephone calls
through the Internet with any Wi-Fi enabled cellular telephone. By pushing the
pairing button of the SVG2500 and enabling the pairing feature on your Wi-Fi enabled
cellular phone, the phone auto-connects to the Wi-Fi wireless network with VWPA
security. This allows you to make telephone calls through your SVG2500 Internet
connection with your cellular telephone.

The Wi-Fi capability of the SVG2500 can also be used to allow other Wi-Fi enabled
devices to connect to the Internet.

The maximum range of Wi-Fi devices is 300 feet and the maximum transfer speed is
11 Mbps.

Note: Wi-Fi (Wireless Fidelity) is used to identify wireless products that have been
certified to conform to the IEEE 802.11b wireless networking specification.
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Top Panel

The top panel contains indicator lights and a button for cell phone pairing. The display
remains dark until there is a connection or activity on an interface.

Key Light

1 TEL2

2 TEL1

3 ONLINE
4 us

5 DS
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Pairing Button

Flashing

Telephone is off hook; dialing or
conversation in progress

Telephone is off hook; dialing or
conversation in progress

Scanning for a network
connection.

Scanning for a send (upstream)
channel connection

Scanning for a receive
(downstream) channel connection

10

1

12

On

Telephone is connected and on hook
Telephone is connected and on hook
Startup process is complete and the
SVG2500 is online

Upstream channel is connected

Downstream channel is connected
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Key
6

10

1

12

Item

SVG2500 Pairing Button
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Light

Power

ENET1

ENET2

ENET3

ENET4

Wireless

USB

Name

Flashing

Green: AC provided by Utility
Power and battery is low.
Amber: Power provided by
battery only and battery is low.
Green/Amber: AC provided by
Utility Power and battery is bad.
Battery should be replaced when
this condition occurs.

NOTE: A backup battery is not
available for some models of the
SVG2500.

Ethernet activity

Ethernet activity

Ethernet activity

Ethernet activity

Green: wireless data activity
Amber:

1. Long/short flash — mobile
pairing in progress. Solid ON after
mobile pairing is successful.

2. Constant ON/OFF flash — error
with mobile pairing. Turns green
after 5 minutes.

USB activity

Description

On

Green: AC provided by Utility
Power and battery is good.
Amber: Power provided by battery
only and battery is good.

OFF: No AC Utility Power and
discharged battery. Allow battery
to recharge when AC Utility Power
is restored.

Ethernet activity on port 1:
Green for 100Base-T; Yellow for
10Base-T

Ethernet activity on port 2:
Green for 100Base-T; Yellow for
10Base-T

Ethernet activity on port 3:
Green for 100Base-T; Yellow for
10Base-T

Ethernet activity on port 4:
Green for 100Base-T; Yellow for
10Base-T

Green: Wireless pairing
established between the SVG2500
and another Wi-Fi enabled device
on your network — cellular
telephone, PDA, laptop, etc.
Amber: Mobile pairing successful.
Turns green after 5 minutes.

Lights green if there is a proper
USB connection

Allows you to configure a Wi-Fi phone to make calls
through the SVG2500 and the Internet with your cellular

phone. Press the pairing button on the SVG2500 and your
cellular phone to automatically connect your cellular phone
to the SVG2500 wireless network with WPA security.

Also, allows easy, secure mobile communication between
the SVG2500 and a myriad of mobile devices, such as
laptops, desktops with wireless ability, printers, etc.
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Rear Panel

The rear panel contains cabling connectors and the power receptacle.

2
Key Item
1 ANT 1
ANT 2
2 POWER
3 CABLE
4 REBOOT EMTA
5 USB
6 ETHERNET
12 3 4
7 TEL 2
TEL1/2
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Description

Removable, adjustable antenna. If necessary, contact your Internet
Service provider about obtaining an optional Motorola wireless high gain
antenna to increase your wireless LAN performance and coverage.

Use the DC power plug from the SVG2500 DC power supply to connect
to the AC power outlet.

Use the cable connector to connect to the coaxial cable outlet.

If you experience a problem, you can push this recessed button to restart
the SVG2500 (for additional information, see Troubleshooting). To reset all
values to their defaults, hold down the button for more than five seconds.
Resetting may take 5 to 30 minutes because the SVG2500 must find and
lock on the appropriate communications channels.

For Windows® only, use the USB port to connect a PC to the SVG2500.
You cannot connect a Macintosh or UNIX® computer to the SVG2500
USB port.

Use any Ethernet port to connect an Ethernet LAN cable with RJ-45
connectors to an Ethernet-equipped computer, hub, bridge, switch, or
Xbox or PlayStation® 2 gaming console.

Use to connect a single telephone.
Use to connect a single or two-line telephone.


http://www.manualslib.com/

1 OVERVIEW

Bottom Label on the SVG2500

The label on the bottom of the SVG2500 contains the Media Access Control (MAC)
address, a unique, 48-bit value permanently saved in ROM at the factory to identify
each Ethernet network device. To receive data service, you will need to provide the
MAC address marked HFC MAC ID to your Internet Service provider.

s

0 MOTOROLA CUSTOMER /N SONTEREYIFSS
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SVG2500 LAN Choices

You can connect up to 245 client computers to the SVG2500 using a combination of:
e Wireless LAN

e Wired Ethernet LAN

e USB Connection

Each computer needs appropriate network adapter hardware and driver software.
The clients on the Ethernet, wireless, or USB interfaces can share:

e Internet access with a single Internet Service provider account, subject to
Internet Service provider terms and conditions

e Files, printers, storage devices, multi-user software applications, games, and
video conferencing

Wireless and wired network connections use Windows networking to share files
and peripheral devices such as printers, CD-ROM drives, floppy disk drives, and
lomega® Zip Drives.

Wireless LAN

Wireless communication occurs over radio waves rather than a wire. Like a cordless
telephone, a WLAN uses radio signals instead of wires to exchange data. A wireless
network eliminates the need for expensive and intrusive wiring to connect
computers throughout the home or office. Mobile users can remain connected to the
network even when carrying their laptop to different locations in the home or office.

Each computer on a WLAN requires a wireless adapter.

Laptop PCs — Use a wireless notebook adapter in the PCMCIA slot or a wireless
USB adapter.

Desktop PCs — Use a wireless PCl adapter, wireless USB adapter, or compatible
product in the PCI slot or USB port, respectively.

10
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Figure 1-2 — Sample Wireless Network Connections

a

>
-
{'j S
Power :-'\ -
i i }_

Computer with wired

connection used to
- run SVG2500
o Setup Program

To set up the SVG2500 on a computer wired to the SVG2500 over Ethernet or USB,
perform the procedures in Section 9, SVG2500 Wireless Pages. Do not attempt to
configure the SV(G2500 over a wireless connection.

Your maximum wireless operation distance depends on the type of materials
through which the signal must pass and the location of your antennas and clients
(stations). Motorola cannot guarantee wireless operation for all supported distances
in all environments.

An optional high-gain antenna can improve wireless performance. For information
about available optional antennas for your SVG2500, visit an electronics retail store.
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Wired Ethernet LAN

You will need to install the Ethernet network interface card (NIC) and driver software
for each computer on the 10/100Base-T Ethernet LAN. Because the SVG2500
Ethernet port supports auto-MDIX, you can use straight-through or cross-over
cable to connect a hub, switch, or computer. Use category 5 cabling for all Ethernet
connections.

Figure 1-3 — Sample Ethernet to Computer Connection

Power

Category 5
Ethernet cable

The physical wiring arrangement has no connection to the logical network allocation
of IP addresses.

A wired Ethernet LAN with more than four computers requires one or more hubs,
switches, or routers. You can do the following:

e Connect a hub or switch to any Ethernet port on the SVG2500

e Use Ethernet hubs, switches, or routers to connect up to 245 computers to the
SVG2500
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The following illustration is an example of an Ethernet LAN you can set up using the
SVG2500. Cable the LAN in an appropriate manner for the site. A complete
discussion of Ethernet cabling is beyond the scope of this document.

Figure 1-4 — Sample Ethernet Connection to Hubs or Switches

Power

< Category 5
Ethernet cable

Add additional

hubs or switches for m

further expansion

Hub Hub
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USB Connection

You can connect a single PC running Windows Vista®, Windows XP™, or
Windows® 2000 to the SVG2500 USB V2.0 port. For cabling instructions, see
Connecting a PC to the SVG2500 USB Port.

Caution!

Before plugging in the USB cable, be sure the SVG2500 Installation CD-ROM is
inserted in the PC CD-ROM drive.

Figure 1-5 — Sample USB Connection

(LR

s il
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Security
The SVG2500 provides the following:
e A firewall to protect the SVG2500 LAN from undesired attacks over the Internet
e For wireless transmissions, data encryption and network access control

Network Address Translation (NAT) provides some security because the IP
addresses of SVG2500 LAN computers are not visible on the Internet.

This diagram does not necessarily correspond to the network cabling. A full
discussion of network security is beyond the scope of this document.

Figure 1-6 — SVG2500 Security Measures
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Firewall

The SVG2500 firewall protects the SVG2500 LAN from undesired attacks and other
intrusions from the Internet. It provides an advanced, integrated stateful-inspection

firewall supporting intrusion detection, session tracking, and denial-of-service attack
prevention. The firewall:

e Maintains state data for every TCP/IP session on the OSI network and transport
layers

e Monitors all incoming and outgoing packets, applies the firewall policy to each
one, and screens for improper packets and intrusion attempts

e Provides comprehensive logging for all:
e User authentications
¢ Rejected internal and external connection requests
e Session creation and termination
e Qutside attacks (intrusion detection)

You can configure the firewall filters to set rules for port usage. For information about
choosing a predefined firewall policy template, see Section 7 SVG2500 Firewall
Pages.

DMZ

A de-militarized zone (DMZ) is one or more computers logically located outside the
firewall between an SVG2500 LAN and the Internet. A DMZ prevents direct access
by outside users to private data.

For example, you can set up a web server on a DMZ computer to enable outside
users to access your website without exposing confidential data on your network.

A DMZ can also be useful to play interactive games that may have a problem running
through a firewall. You can leave a computer used for gaming only exposed to the
Internet while protecting the rest of your network. For more information, see Gaming
Configuration Guidelines.

Port Triggering

When you run an application that accesses the Internet, it typically initiates
communications with a computer on the Internet. For some applications, especially
gaming, the computer on the Internet also initiates communications with your
computer. Because NAT does not normally allow these incoming connections:

e The SVG2500 has preconfigured port triggers for common applications.

e If needed, you can configure additional port triggers on the Advanced Port
Triggers Page.
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Wireless Security

Because WLAN data is transmitted using radio signals, it may be possible for an
unauthorized person to access your WLAN unless you prevent them from doing so.
To prevent unauthorized eavesdropping of data transmitted over your LAN, you must
enable wireless security. The default SVG2500 settings neither provide security for
transmitted data nor protect network data from unauthorized intrusions.

The SVG2500 provides the following wireless security measures, which are
described in Section 9, SVG2500 Wireless Pages.

To prevent unauthorized eavesdropping, you must encrypt data transmitted over the
wireless interface using one of the following:

e If all of your wireless clients support Wi-Fi Protected Access (WPA) encryption,
Motorola recommends using WPA. Otherwise, configure a Wired Equivalency
Privacy (WEP) key on the SVG2500 and each WLAN client.

e To protect LAN data from unauthorized intrusions, you can restrict WLAN access
to computers having one or both of:

e Known MAC addresses
e The same unique network name (SSID) as the SVG2500

Restricting access to computers having the same network name is also called
“disabling SSID broadcasting” or “enabling closed network operation.”

Port Forwarding

The SVG2500 opens logical data ports when a computer on its LAN sends data,
such as e-mail messages or web data, to the Internet. A logical data port is different
from a physical port, such as an Ethernet port. Data from a protocol must go through
certain data ports.

Some applications, such as games and video conferencing, require multiple data
ports. If you enable NAT, this can cause problems because NAT assumes that data
sent through one port will return to the same port. You may need to configure port
forwarding to run applications with special requirements.

To configure port forwarding, you must specify an inbound (source) port or range of
ports. The inbound port opens only when data is sent to the inbound port and closes
again after a specified time elapses with no data sent to it. You can configure up to
32 port forwarding entries using the Advanced Port Forwarding Page.

Virtual Private Networks

The SVG2500 supports multiple tunnel VPN pass-through operation to securely
connect remote computers over the Internet. The SVG2500:

e |s compatible with Point to Point Tunneling Protocol (PPTP) and Layer 2 Tunneling
Protocol (L2TP)

e s fully interoperable with any IPSec client or gateway and ANX certified IPSec
stacks
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The following topics provide information about installing the SVG2500 hardware:

o Before You Begin

e Precautions

e Signing Up for Service

e Computer System Requirements

¢ Installing the Battery

e (Connecting the SVG2500 to the Cable System

e Cabling the LAN
e Installing USB Drivers

e Connecting a PC to the SVG2500 USB Port

¢ Obtaining an IP Address for an Ethernet Connection

e Configuring TCP/IP
e Installing the Telephone for VolP
e Wall Mounting Your SVG2500

For information about WLAN setup, see Setting Up Your Wireless LAN.

Before You Begin

Before you begin the installation, check that the following items were included with

your Motorola SVG2500 Gateway:

SVG2500 Quick
Installation Guide

Item
Power cord

—IaNl
Ethernet cable ~" =
USB cable _:
Battery
SVG2500 Installation ‘
CD-ROM ‘@

18
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Description

Connects the SVG2500 to a power adapter that
connects to an AC electrical outlet

Connects to the Ethernet port

Connects to the USB port

Provides standby power for the SVG2500
NOTE: A backup battery is not available for some
models of the SVG2500.

Contains SVG2500 Installation Assistant, this user
guide, and USB drivers

Contains basic information for getting started with
the SVG2500
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You must have the latest service packs and patches installed on your computer for
your operating system. You will need 75-ohm coaxial cable with F-type connectors to
connect the SVG2500 to the nearest cable outlet. If aTV is connected to the cable
outlet, you may need a 5 to 900 MHz RF splitter and two additional coaxial cables to
use both the TV and the SVG2500.

Determine the connection types you will make to the SVG2500. Check that you have
the required cables, adapters, and adapter software. You may need:

Wireless LAN Wireless adapter and driver software for each computer having a wireless
connection.
Wired Ethernet Ethernet cables and network interface cards (NICs) with accompanying

installation software

LAN To connect more than four computers to the SVG2500, one or more Ethernet
hubs or switches

USB A USB cable and the SVG2500 Installation CD-ROM containing the software
for USB installation

Coaxial cable, RF splitters, hubs, and switches are available at consumer electronic stores.

Precautions

Postpone SVG2500 installation until there is no risk of thunderstorm or lightning
activity in the area.

To avoid potential shock, always unplug the power cord from the wall outlet or other
power source before disconnecting it from the SVG2500 rear panel.

To prevent overheating the SVG2500, do not block the ventilation holes on the sides
of the unit. Do not open the unit. Refer all service to your Internet Service provider.

Wipe the unit with a clean, dry cloth. Never use cleaning fluid or similar chemicals.
Do not spray cleaners directly on the unit or use forced air to remove dust.

Power

Before you connect or disconnect
the USB or Ethernet cables,
always touch the coaxial cable
connector on the SVG2500.

Always make
the wall connection
first
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Signing Up for Service

You must sign up with an Internet Service provider to access the Internet and other
online services. To activate your service, call your local Internet Service provider.

You need to provide the MAC address marked HFC MAC ID printed on the Bottom
Label on the SVG2500. You can record it in the SVG2500 Quick Installation Guide.

You should ask your Internet Service provider the following questions:

e Do you have any special system requirements?

e When can | begin to use my SVG25007?

e Are there any files | need to download after connecting the SVG25007?

e Dol need a user name or password to access the Internet or use e-mail?

Computer System Requirements

You can connect Microsoft® Windows®, Macintosh®, UNIX®, or Linux® computers to
the SVG2500 LAN using one of the following:

e Ethernet — 10Base-T or 10/100Base-T Ethernet adapter with proper driver
software installed.

o Wireless — Any IEEE 802.11g or IEEE 802.11b device. This includes any Wi-Fi
certified wireless device, such as a cellular telephone equipped with this feature.

In addition, your computer must meet the following requirements:
e PC with Pentium?® class or better processor

o Windows 2000, Windows XP. Windows Vista, Macintosh, Linux, or UNIX
operating system with operating system CD-ROM available

e  Minimum 256 MB RAM recommended
e 10 MB available hard disk space

You can use any web browser, such as Microsoft Internet Explorer®, Netscape
Navigator®, or Mozilla® Firefox®, with the SVG2500.

The following operating systems are not supported by the SVG2500. Microsoft
support for these products has ended:

e Windows® 95

e Windows® 98

e Windows® 98 SE
e Windows® Me

e Windows NT®

Note: UNIX, Linux, or Macintosh computers only use the Ethernet connection.

20

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

2 INSTALLATION

You can use the USB connection with any PC running Windows 2000, Windows XP
or Windows Vista that has a USB interface. The USB connection requires special
USB driver software that is supplied on the SVG2500 Installation CD-ROM. You can
upgrade your USB drivers from the Motorola Downloads page:
http://broadband.motorola.com/consumers/support/default.asp

Installing the Battery

Before you begin the installation, you must first install the battery in your SVG2500.
Please read Safety Requirements for the SVG2500 Lithium-lon Battery before
proceeding.

NOTE: A backup battery is not available for some models of the SV(G2500. Your
Internet Service Provider determines if your SVG2500 is supplied with a battery.

1. Place the SVG2500 on a soft surface to access the bottom of the unit.

2. Pull up on the battery cover tab.

~

3. Align the key pins in the SVG2500 with the key slots on the battery for proper
contact.
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4. The battery connectors should mate with the connectors on the SVG2500. Make
sure the pull-tab is accessible and does not prevent the battery cover from
closing properly.

Push until ! N
fully seated

5. Reinstall the battery cover with the alignment tabs seated downward.

- -

Fully seated —- S~ M

It may take up to 12 hours for the battery to reach full charge when:
e ltisinstalled for the first time.

e |tisreplaced.

e |tis fully discharged.

Battery back-up times may vary based on many factors, including the battery age,
charging state, storing conditions, and operating temperature, as well as by factors
such as data activity and length of active telephone calls.
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Connecting the SVG2500 to the Cable System

Before starting, be sure the computer is turned on and the SVG2500 is unplugged.
1. Connect one end of the coaxial cable to the cable outlet or splitter.

2. Connect the other end of the coaxial cable to the cable connector on the
SVG2500. Hand-tighten the connectors to avoid damaging them.

Plug the power cord into the power connector on the SVG2500.

Plug the power cord into the electrical outlet. This turns the SVG2500 on. You do
not need to unplug it when not in use. The first time you plug in the SVG2500,
allow it 5 to 30 minutes to find and lock on the appropriate commmunications
channels.

Step 1
Make this
connection
first

Step 3
DC power - -
connector
Step 2
S & Step 4
\@,& AC plug to
wall outlet
Power Power

5. Check that the lights on the front panel cycle through this sequence:
POWER  Turns on when AC power is connected to the SVG2500.
Indicates that the power is connected properly.

ONLINE  Flashes during SVG2500 registration and configuration.
Changes to solid green when the SVG2500 is registered.

DS Flashes while scanning for the downstream receive channel.

Changes to solid green when the receive channel is locked.

us Flashes while scanning for the upstream send channel.

Changes to solid green when the send channel is locked.
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Cabling the LAN

After connecting to the cable system, you can connect your wired Ethernet LAN.
Some sample connections are shown in Wired Ethernet LAN. On each networked
computer, you must install proper drivers for the Ethernet adapter. Detailed
information about network cabling is beyond the scope of this document.

Installing USB Drivers

This section describes installing the USB driver on a PC connected to the USB port
on the SVG2500. Before connecting the PC to the SVG2500 USB port, perform one
of the following procedures applicable to the Windows version you are running:

e Installing the Windows 2000 USB Driver
e Installing the Windows XP USB Driver
e Installing the Windows Vista USB Driver

The SVG2500 USB driver does not support Macintosh or UNIX computers. For those
systems, you can connect through Ethernet only.

Caution!

Be sure the SVG2500 Installation CD-ROM is inserted in the CD-ROM drive before you plug in
the USB cable.

If you have a problem installing the USB driver, remove it by performing one of the
following procedures applicable to the Windows version you are running:

e Removing the USB Driver in Windows 2000
e Removing the USB Driver in the Windows XP
¢ Removing the USB Driver in Windows Vista
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Installing the Windows 2000 USB Driver

1. Insert the SVG2500 Installation CD-ROM in the CD-ROM drive. This CD contains
the USB drivers and must be inserted and read by the PC before you connect the
SVG2500 to the PC.

2. Connect the USB cable as shown in Connecting the SVG2500 to the Cable
System.

A few seconds after you complete the USB connection, the Found New
Hardware window is displayed.

Found New Hardware Wizard

YWelcome to the Found New
% Hardware Wizard
3

Thiz wizard helps you install a device driver for a
hardware device.

To continue, click Next.

< Back I Mext » I Cancel |

3. Click Next to display the Install Hardware Device Drivers windowv.

Found New Hardware Wizard

Install Hardware Device Drivers ¥
A device driver is a goftware program that enables a hardware device to waork with
an operating system.

Thiz wizard will complete the inztallation for this dewvice:

@ otorala SURFboard Yoice over [P Cable Modem Gateway

A device driver is a software program that makes a hardware device work. Windows
needs driver files for your new device. To locate driver files and complete the
installation click Nest.

What do you want the wizard to do?
% Search for a suitable driver for my device [recommended)

" Display a lizt of the known drivers for this device so that | can choose a specific
driver

< Back I Mest » I Cancel

Be sure Search for a suitable driver for my device is selected.
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4. Click Next to display the Locate Driver Files window.

Locate Driver Files
Where do you want Windows to search for driver files?

Search for diver files for the following hardware device:

@ otorala SURFboard Yoice over [P Cable Modem Gateway

The wizard searches for suitable drivers in its driver database on pour computer and in
any of the following optional zearch locations that you specify.

To ztark the zearch, click Mext. [f yau are zearching on a floppy dizk or CO-ROM drive,
inzert the floppy digk or CO before clicking Mest.
Optional search locations:

[ Floppy disk dives

[¥ CD-ROM drives

[ Specify a location

[ Microsoft Windows Update

< Back I Mest » I Cancel |

5. Select CD-ROM drives only.
6. Click Next to display the Driver Files Search Results window.

Found New Hardware Wizard

Driver Files Search Results
The wizard hasz finished searching for driver files for pour hardware device.

The wizard found a driver for the following dewvice:

@ otorala SURFboard Yoice over [P Cable kModern G ateway

‘windows found a driver for this device. To install the driver Windows found, click Nest.

‘@ e:hnetmatcm.inf

< Back I MNext » I Cancel |

If a window is displayed stating that the software being installed has not passed
Windows Logo testing, click Continue Anyway.
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7. Click Yes to continue the installation. The Found New Hardware Wizard window is
displayed.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

%

_\> Maotorola SURFboard Yoice over IP Gateway

‘windows has finished installing the software for this device.

To close this wizard, click Finish.

< Back I Firish I Cancel |

8. Click Finish to complete the installation.

When you finish installing the USB driver, you can continue with Configuring TCP/IP.

If you have any difficulties installing the USB driver, perform Removing the USB
Driver in Windows 2000 and repeat the setup procedure.

Installing the Windows XP USB Driver

1. Insert the SVG2500 Installation CD-ROM in the CD-ROM drive. This CD contains
the USB drivers and must be inserted and read by the PC before you connect the
SVG2500 to the PC.

2. Connect the USB cable as shown in Connecting a PC to the SVG2500 USB Port.

A few seconds after you complete the USB connection, the Found New
Hardware Wizard window is displayed.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard
“windows will search for current and updated software by

locking on wour computer, on the hardware installation CO, or on
the ‘Windows Update 'Web site [with your permission).

Read our privacy policy

Canwindows connect to windows Update to search for
software?

(O Yes, this time only
() es, now and every time | connect a device
(® Ma, nat this time

Click Mext to continue.

MNext » ][ Cancel
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3. Be sure that No, notthistime is selected and click Nextto display the following
window:

Found New Har dware Wizard

Thiz wizard helps you install software for:

Motorola SURFboard Yoice over IP Cable Modem Gateway

\J If your hardware came with an installation CD
2 or Hoppy disk, insert it now.

Wwhat do you want the wizard to do?

(®) Install the goftware automatically (Recommended)
() Install from a list ar specific lozation [Advanced]

Click Mext to continue.

[ < Back ” Mest » ][ Cancel ]

4. Be sure Install the software automatically is selected and click Next. VWindows
automatically searches for the correct USB drivers and installs them.

If a window is displayed stating that the software being installed has not passed
Windows Logo testing, click Continue Anyway.

If the installation is successful, the Found New Hardware Wizard window is
displayed.

Found New Har dware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed instaling the software for:

Maotorola SURFboard Yoice over IP Gateway

Click Finish to cloge the wizard.

5. Click Finish to complete the installation.

When you finish installing the USB driver, you can continue with Configuring TCP/IP.
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Installing the Windows Vista USB Driver

1. Insert the SVG2500 Installation CD-ROM in the CD-ROM drive. This CD contains
the USB drivers and must be inserted and read by the PC before you connect the
SVG2500 to the PC.

2. Connect the USB cable as shown in Connecting a PC to the SVG2500 USB Port.

A few seconds after you complete the USB connection, the Found New
Hardware window is displayed.

— |
»”] Found New Hardware — Y

Windows needs to install driver software for your Motorola
SURFboard Voice over IP Cable Modem Gateway

‘@ Locate and install driver software {recommended) :
; Windows will guide you through the process of installing driver software
for your device,

< Ask me again later

Windows will ask again the next time you plug in your device or log on.

© Don't show this message again for this device
Your device will not function until you install driver software,

3. Click Locate and install driver software. The Found New Hardware window for the
SVG2500 USB driver is displayed.

Insert the disc that came with your Motorola SURFboard Voice over IP Cable
Modem Gateway

If you have the disc that came with your device, insert it now. Windows will automatically
search the disc for driver software.

2 Idon't have the disc. Show me other options.
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4. Click Next and Windows automatically searches the CD for driver software. The
Windows Security window is displayed.

— e ——————
@ Windows Security E

Windows can’t verif

s the publisher of this driver software

< Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
foryour device.

< Install this driver software anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

':\;,;' See details

5. Click Install this driver software anyway. The Found New Hardware window is
displayed again, verifying the installation.

The software for this device has been successfully installed

Windows has finished installing the driver software for this device:

‘. Motorola SURFboard Voice over IP Gateway
—

o

6. Click Clese. The SVG2500 USB interface is now installed and ready for operation.
When you finish installing the USB driver, you can continue with Configuring TCP/IP
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Connecting a PC to the SVG2500 USB Port

You can connect a single PC running Windows 2000, Windows XP or Windows Vista
to the SVG2500 USB port.

Caution!

Before plugging in the USB cable, be sure the SVG2500 Installation CD-ROM is inserted in
the PC CD-ROM drive.

Power

Step 3

To connect a PC to the SVG2500 USB port:

1. Insert the SVG2500 Installation CD-ROM in the CD-ROM drive to install the USB
driver. See Installing USB Drivers for the applicable procedure for the Windows
Version you are running.

Connect the USB cable to the USB port on the back of the SVG2500.
3. Connect the other end of the USB cable to the USB port on the computer.

Obtaining an IP Address for an Ethernet Connection

You can use either of the following two options to obtain the IP address for the
network interface on your computer:

e Retrieve the statically defined IP address and DNS address
e Automatically retrieve the IP address using the Network DHCP server

The Motorola SVG2500 gateway provides a DHCP server on its LAN. It is
recommended that you configure your LAN to obtain the IPs for the LAN and DNS
server automatically.
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Windows 2000

To retrieve the IP and DNS addresses, do the following on each Ethernet client
computer running Windows 2000:

1. From the Windows Desktop, select Control Panel to display the Control Panel
window.

2. Select Network Connections to display the Network Connections window.

3. Right-click the Ethernet connection icon and select Properties to display the Local
Area Connection Properties window.

Local Area Connection 2 Properties i |

General |

Connect uging:

I Marvel vYukon 88EB001 /8003/8010 PLCl Gigabit Ethernet

Components checked are used by this connection:
[=0] Client for Microsaft Metwarks
File and Printer Sharing for Microsoft Metworks
¥ Intemet Protocal [TCPAP)

Install... | Uninztal Properties

— Description

Allows your computer to access resources on a Microzoft
nietwiork.

[~ Show icon in taskbar when connected

oK Cancel
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4. Under the General tab, select (or highlight) Internet Protocol (TCP/IP) and then click
Properties.

The Internet Protocol (TCP/IP) Properties window is displayed.

General I

‘rou can get IP settings assigned automatically if wour network supparts
thiz capability. Otherwise, you need to ask your network. admimistrator for
the appropriate [P zettings.

@ Obtain an IP addrezs automatically

—{" Use the following IP addiess:

|F address: I . . .
Subret mask: I . . .
[ efault gateway: I . . .

& Obtain DMS zerver addiess automatically

—" Lse the following DNS zerver addresses:

Freferred DS senver I . . .

Alternate DS semver: I . . .
Advanced... |
oK I Cancel |

5. Select the Obtain an IP address automatically button.

6. Select the Obtain DNS server address automatically button.
7. Click OKtwice to save the IP settings.

8. Exit the Control Panel.

To automatically retrieve the IP Address, do the following on each Ethernet client
computer running Windows 2000:

1. From the Windows Desktop, click Start to display the Windows Start menu.
Select Run to display the Run window.

3. Type emd in the Open entry box, and then click 0K to display a command prompt
window.

4. Type ipconfig frenew and press Enter to obtain your computer's |IP address from the
DHCP server on the Motorola SVG2500.

5. Type exit and press Enter to return to Windows.

Windows XP

To retrieve the IP and DNS addresses, do the following on each Ethernet client
computer running Windows XP:

1. From the Windows Desktop, select Control Panel to display the Control Panel
window.

2. Select Network Connections to display the Network Connections window.
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3. Right-click the Ethernet connection icon and select Properties to display the Local
Area Connection Properties window.

Local Area Connection 2 Properties i |

General |

Connect uging:

I Marvel vYukon 88EB001 /8003/8010 PLCl Gigabit Ethernet

Components checked are used by this connection:
[ Client for Microzoft Networks

File and Printer Sharing for Microsoft Metworks
¥ Intemet Protocal [TCPAP)

Install... | Uninztal Properties

— Description

Allows your computer to access resources on a Microzoft
nietwiork.

[~ Show icon in taskbar when connected

oK | Cancel |

4. Under the General tab, select (or highlight) Internet Protocol (TCP/IP) and then click
Properties.

The Internet Protocol (TCP/IP) Properties window is displayed.

General I

‘rou can get IP settings assigned automatically if wour network supparts
thiz capability. Otherwise, you need to ask your network. admimistrator for
the appropriate [P zettings.

@ Obtain an IP addrezs automatically

—{" Use the following IP addiess:

|F address: I . . .
Subret mask: I . . .
[ efault gateway: I . . .

& Obtain DMS zerver addiess automatically

—" Lse the following DNS zerver addresses:

Freferred DS senver I . . .
Alternate DS semver: I . . .

Advanced... |
oK I Cancel |

Select the Obtain an IP address automatically button.

Select the Obtain DNS server address automatically button.

Click OKtwice to save the IP settings.

© N o o

Exit the Control Panel.
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To automatically retrieve the IP Address, do the following on each Ethernet client
computer running Windows XP:
1. From the Windows Desktop, click Start to display the Windows Start menu.
2. Select Run to display the Run window.

3. Type emd in the Open entry box, and then click 0K to display a command prompt
window.

4. Type ipconfig /frenew and press Enter to obtain your computer’s |IP address from the
DHCP server on the Motorola SVG2500.

5. Type exit and press Enter to return to Windows.

Windows Vista
To retrieve the IP and DNS addresses, do the following on each Ethernet client
computer running Windows Vista:

1. From the Windows Desktop, select Control Panel to display the Control Panel
Home window.

[E=mraE==)

Kt )= [ » Control Panel » B »

= Control Panel Home
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System and Maintenance
Get started with Windows
Back up your computer

Security
Check for updates
Check this computer's security status

@Al\ow a program through Windows
Firewall

. Network and Internet

View netwaork status and tasks
Set up file sharing

Hardware and Sound

" Play CDs or other media automatically

Printer
Mouse

Programs
Uninstall  program
Change startup programs

@ e

User Accounts and Family
Safety

@ Set up parental controls for any user
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings

Optimize visual display

Additional Options
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2. Click Network and Internet to display the Network and Internet window.

{5\ =T + ControlPanel + Network and Internet » + | 45 Mscarch »

Control Panel H .
S &M Network and Sharing Center

System and Maintenance J«. View network status and tasks | Connect to a netwerk
- View network computers and devices | Add a device to the network | Set up file sharing

Security

Network and Int: i .
SENOrE SREEEmE Internet Options

Hardware and Sound Change your homepage | Manage browser add-ons | Delete browsing histery and cookies

Programs
User Accounts and Fam ‘ Windows Firewall
Safe # Turn Windows Firewall on or off | [ Allow a program through Windows Firewall
Appearance and
Personal &} People Near Me

Language, and Region Sign in or out of People Near Me | Change People Mear Me settings

f Acc

G [ T @ Sync Center
Sync with other computers, mobile devices, or network folders | View sync results

v Resolve sync conflicts

View full map

TESTER-PC Metwork 2 Internet
Diagnose and repair (This computer]

Manage network connections

_“' Network 2 (Public network) Customize
Access Local and Internet

Connection Local Area Connection View status

|2 Sharing and Discovery

Network discovery
File sharing

Public folder sharing
Printer sharing

Password protected sharing

Seealso Media sharing

Internet Options
Show me all the files and folders [ am sharing

Windows Firewall
Show me zll the shared network folders on this computer
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4. Click Manage network connections to display the LAN or High-speed Internet
connections window.

| Name Status DeviceMame  Connectivity  Network Category  Owner Type Phane # or Host Addre...
[ LAN or High-Speed Internet (1) -~

-. Local Area Connection
= Network 2

&2 Marvell Yukon 88EB001/800...

5. Right-click the network connection icon and select Properties from the drop-down
menu to display the Local Area Connection Properties window.

Local Area Connection Praperties =

s
Networking

Connect using:
& Marvell Yukon B3EB001/8003/8010 PCI Gigabit Ethemet

This connection uses the following tems:

{21005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

2 Intemet Protocol Version 6 (TCP/IPvE)

& Intemet Protocel Version 4 (TCP/IPv4)

& Link-Layer Topology Discovery Mapper L0 Driver
& Link-Layer Topology Discovery Responder

istall. | [ Uninsal | [ Propeties

Description

Allows your computer to access rasources on @ Microsoft
network

o

Note: If more than one network connection is displayed, Be sure to select your
network interface connection.

Windows Vista may prompt you to allow access to the Network Properties
Options. If you see the message User Account Control - Windows needs your
permission to continue, select Continue.
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6. Select Internet Protocol Version 4 (TCP/IPvd) and click Properties to display the Internet
Protocol Version 4 (TCP/IPv4) Properties window.
Internet Protocol Version 4 (TCP/IPv4) Properties ‘i‘éJ

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
%) Use the following IP address:

@) Obtain DNS server address automatically

) Use the following DNS server addresses:

Advanced...
o]

7. Select the Obtain an IP address automatically button.
8. Select the Obtain DNS server address automatically button.

9. Click OK twice to close both network properties windows.

11. Click =23 to exit the Control Panel and save the IP settings.

To automatically retrieve the IP Address, do the following on each Ethernet client
computer running Windows Vista:

1. From the Windows Desktop, click Start to display the Windows Start menu.
2. Select Run to display the Run window.

3. Type emd in the Open entry box, and then click OK to display a command prompt
window.

4. Type ipconfig /frenew and press Enter to obtain your computer’s IP address from the
DHCP server on the Motorola SVG2500.

5. Type exit and press Enter to return to Windows.
Linux
To retrieve the IP Address, do the following on each client computer running Linux:
1. Type su at the system prompt to log in as super-user.
2. Type ifconfig to display the network devices and allocated IP addresses.
3. Type pump -i<dev>.
where <dev> is the network device name
4. Type ifeonfigagain to view the new allocated IP address.

Check to make sure no firewall is active on the device <dev>.
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Macintosh or UNIX
Follow the instructions in the applicable user documentation.

Configuring TCP/IP

Make sure all client computers are configured for TCP/IP which is a protocol for
communication between computers. Perform one of the following for the operating
system you are running:

e Configuring TCP/IP in Windows 2000
e Configuring TCP/IP in Windows XP
e Configuring TCP/IP in Windows Vista

e For Macintosh or UNIX systems, follow the instructions in the applicable
Macintosh or UNIX user documentation.

After configuring TCP/IP on your computer, you must verify the IP address. Perform
one of the following:

e \Verifying the IP Address in Windows 2000 or Windows XP
e \Verifying the IP Address in Windows Vista

e For Macintosh or UNIX systems, follow the instructions in the applicable
Macintosh or UNIX user documentation.
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Configuring TCP/IP in Windows 2000

1.

2.

Select Control Panel from either the Windows Start menu or Windows Desktop
to display the Control Panel window.

3 Control Panel =13}

Eile Edit View Favorites Tools Help ‘ﬁ
dmock - = - 2] @oearch Folders (B0 W K | E-

Address I Control Panel j e
et i 4 R
T om @ e B 5l
AddiRemave AddfRemave Administrative AT SN Date(Time Display Falder
Hardware Programs Tools Mulkime. .. Options
4 % D L = O 6
Fonts Gaming Internet  JavaPlugin  Keyboard Mouse %] Phone and
Optians Qptions Mader ...
@ Q ® a ¢
o
Paower Prinkers QuickTime RealPlayer Regional  Scanners and  Scheduled  Sounds and
Options Options Cameras Tasks Multimedia
System Users and
Passwords
Connects ko other computers, networks, and the Internet ‘ ‘ 4

Double-click Network and Dial-up Connections to display the Network and Dial-up
Connections window.

% Network and Dial-up Connections - |EI|5|

J File Edit Wiew Favorites Tools  Advanced  Help |

J FBack ~ = - | @Search L, Folders @History
J Address I Metwork and Dial-up Connections j e
|

Make Mew
Connection

|M0t0r0|a SutfBoard USE Cable Modem SB4100 A

In the steps that follow, a connection number such as 1, 2, or 3 represents
PCs with multiple network interfaces. PCs having only one network interface
may be represented as “Local Area Connection.”

Double-click Local Area Connection numberto display the Local Area Connection
number Status window. The value of number varies from system to system.

General I
r— Connection
Statug: Connected
Duration: 00:04:20
Speed: 750.0 Kbps
— Activity
e )
Sent — 1 —— HReceived
Packets: 1} I 1]
Fropertiez Dizable |

Cloze |
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4. Click Properties to display the Local Area Connection number Properties
window. Information similar to the following is displayed.

Local Area Connection 2 Properties "_ ﬂll
General |

Connect uzsing:

I B Motorola SufBoard SEG LISE Gateway  ay

Configure |

Components checked are used by this connection;

Client for Microzoft Metworks
File and Printer 5haring for Microsaft Networks

Internet Protocal [TCPAF]

Inzstall.. I Uningtall Froperties

— Description

Transmigsion Control Protocal/| ntermet Protocol. The default
wide area nebwork. pratocal that provides communication
across diverse interconnected networks.

[ Show icon in taskbar when connected

Close | Cancel |

5. If Internet Protocol (TCP/IP) is in the list of components, TCP/IP is installed.
You can skip to step 8.

6. If Internet Protocol (TCP/IP) is not in the list of components, click Install. The
Select Network Component Type window is displayed.

Select Metwork Component Type KB

Click the tppe of network component you want to inztall

3, Clisit Add..

B8 Adapter

-\'._ Protocal Cancel |
lE': Service

Protocol iz a language’ a computer uses, Computers
izt uze the same protocal bo communicate.

7. Click Protocol and then click Add. The Select Network Protocol window is
displayed.

Select Network Protocol 4 ‘r x|

Click the Metwork. Pratocaol that you want to install, then click OK. I you have
3 an installation disk for this component, click Hawve Digk.

Metwork Protocal:

AppleT &k Protocol
DLC Protocal
Internet Pratocal [TCPAIF)

MetBEUI Pratocol
Metwark Moritor Driver
MwiLink IF= /5P /MetBI0S Compatible Tranzport Protocol

Have Digk... |
Ok I Cancel |

4
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8. Click Internet Protocol (TCP/IP), and then click OK. The Local Area Connection
number Properties window is redisplayed.

Local Area Connection 2 Properkies "r illl
General |

Connect uzsing:

Iﬂﬁ Maotorola SufBoard SBEG USE Gateway &y

Configure |

Components checked are used by this connection;

Client for Microsoft Metworks
File and Printer Sharing for Microsaft Metworks

Internet Protocol [TCRARF]

Inztall.. I Urirztall Properties

— Description

Transmizzion Control Protocal/| ntermet Protocol. The default
wide area nebwork. pratocal that provides communication
across diverse interconnected networks.

™ Show icon in taskbar when connected

Cloze | Canzel |

9. Click Internet Protocol (TCP/IP), and then click Properties to display the Internet
Protocol (TCP/IP) Properties window.

Internet Protocol {TCP/IP) Properties ﬂil

General |

“f'ou can get P settings assigned autamatically if your netwark supports
thiz capability. Otherwize, you need to ask your network. administratar for
the appropriate [P settings.

& {ibtain an [P address automaticail
—(" Uz the following IP address:

1P address: I . . .
Subnet mask: I . . .
Diefault gateway: I

* Obtain DNS server address automatically

—" Lse the folowing DMNS server addresses:

Erefered DM seprver I . . .
Alternate DHS semvern I . . .

Advanced... |
ok I Cancel |

10. Be sure Obtain an IP address automatically and Obtain DNS server address automatically
are selected.

11. Click OK to save the TCP/IP settings and exit the TCP/IP Properties window.

12. Click OK to exit the Local Area Connection Properties window.
13. Click OK when prompted to restart the computer and click 0K again.

14. When you complete the TCP/IP configuration, go to Verifying the IP Address
in Windows 2000 or Windows XP.
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Configuring TCP/IP in Windows XP
1. On the Windows desktop, click Start to display the Start window.

Internet J My Documents

m»«ynumm »

W25 E-mail
LJ] Outlook Express: ﬂ iy Pt
“ MSN Explorer J My Music

@ vrioereisto | S8y Comutn

- -

% Priners 4 Provides options for you to customize the appearance and functionalty of your
l@wmmmmm L2 computer, add or remove programs, and set up network connections and user
-@ Tour Windows %P

. Files and Settings Transfer

accounts.
) relp and STEpoE

) search

Wizard = runn
All Programs b

f

| T

@ Log Off

2. Click Control Panel to display the Control Panel window. The display varies,
depending on the Windows XP view options. If the display is a Category view, as
shown below, continue with step 3. Otherwise, skip to step 5.

Pick a category
r% Appearance and Themes { Printers and Other Hardeare
- =

" -
T T m— User Accounts

-
| Q— T ——

- ":J Seunds, Speech, and Audio Devices Accessibily Options

T’ Performance and Maintenance

3. Click Network and Internet Connections to display the Network and Internet
Connections window.

B Network and Internet Connections

fle Edt Wiew Favorites Took  Help

@k~ () (T Osewrch ook [~

iddress | hebwork and Internet Connections

@'  Network and Internet Connections
.

See Also
& My Network Places

(L Priters and Cther Pick a task...

Hardware
%) Remote Deskiop h
Set up or change your Internet connection
R Phone and Modsm Options B L sl
[3) Create a connection to the network at your workplace
Troubleshooters ) [3] Set up or change your home or small office network
[Z] Home or Small office:
Hetwarking

(2] Iermet Explorer or pick a Control Panel icon

[Z] Metwork Disgnostics

¥ Internet Options w» Network Connections
. b
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4. Click Network Connections to display the LAN or High-Speed connections. You can
skip to step 7.

5. If a Classic view similar to the screenshot below is displayed, double-click
Network Connections to display LAN or High-Speed Internet connections.

# Control Fanel E 'Efz

e ES Yew Faortes ok Heb >
<) © - (T Psen [orekes [

agdress | Br corsol el

e b X D W 2 % W

Accesshty AddMwdware  Adder  Adeitatve Dateand Tme  Displyy  Folder Options
. e .

2 v P = D @ b
“Mwwg Forts n;:v':“ Itemet Keybosrd Mouse u Phnemd
- % 9 @ 2 2 9 w

Speech

Poveer Optiors. Privkers and  Regiondl ard Scarrmrs ad Schwedued  Sounds and
Faots  Language .. Lanerss Tasks  Mudo Devices

System  Taskhorand Lser Aceounts
Rart Mer

>

6. Right-click the network connection. If more than one connection is displayed, be
sure to select the one for your network interface.

" Network Connections [ (=113}
File Edit ‘View Favorites Tools Advanced  Help L
Qs - @ - (¥ Pseat [ rokers [T

address | &) Netwark Connections v 8=
A/ LAN or High-Speed Internet

Network Tasks

Create anew

cornection

4 Disable

D Set hi ll
£ setup s home or smal Status

office network.
& Disable this network Repair

device

Bridge Connections

Q, Repair this connection

]l Rename this cannection Create Shortcut

& View status of this Delete
connection Rename

Change settings of this
connection

Properties

Other Places 2

@ Control Panel
& My Network Places
My Documents
i My Computer

7. Select Properties from the drop-down menu to display the Local Area Connection
Properties window. Be sure Internet Protocol (TCP/IP) is checked.

-+ Local Area Connection Properties

General ‘ Avthentication || Advanced |

Connect using

| H8 3Com EtherLink %L 10/100 PCI For Complete PC Manage

This connection uses the following items:
g Client For Microsoft Networks

.Q File and Printer Sharing for Microsoft Metworks
13 (o5 Packet Scheduler

Install... Uninstall
D ezcription

Transrission Control Protocol/lnternet Protocal. The default
wide area network. protocol that provides communication
across diverse interconhected networks.

[ Shaw icon in natification area when connected
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8. Select Internet Protocol (TCP/IP) and click Properties to display the Internet Protocol
(TCP/IP) Properties window.

Internet Protocol (TCP/IP) Properties

General | Ahemate Configuration

“Pou can get IP settings assigned automatically if your network, supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

@ idbtain an (P address snfomabicali
() Usge the tallowing IP address:

(%) Obtain DNS server addiess automatically
(0 Use the tollawing DNS server addiesses:

Breferred DNS server: |:|
Alternate DNS server l:l

9. Make sure Obtain an IP address automatically and Obtain DNS server address automatically
are selected.

10. Click OK to save the TCP/IP settings and exit the TCP/IP Properties window.

11. Click OK to exit the Local Area Connection Properties window.
When you complete the TCP/IP configuration, go to Verifying the IP Address in
Windows 2000 or Windows XP.

Configuring TCP/IP in Windows Vista
1. On the Windows desktop, click Start to display the Start window.

#i= Internet
& Intemet Explorer

f_-.] E-mail

FALI Windows Mail

| Veisome Center
m Windows Medis Player
w Command Prompt

g Smnall Business Resources

| ATifEss

3:};:‘ Backup Status and Configuration
T} WordPad

f puTTY

@ StormWateh I

> Al Programs

[tart Search
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2. Click Control Panel to display the Control Panel Home window.

v Cantral Panel » B

System and Maintenance
§ Gt st ted with Windows

Back up your computer

Security %
Ched for updates :
Chece this eomputer’s seeurity sabus

Al v pragrem through Windows

User Accounts

8 el o0 rermave user accaunts

Appearance and
Persanalization

Change desktep background
Custornize ¢olors

Adjust screen resolution

Fireveall
. Network and Intemet Clock, Language, and Regian
g‘ Vi network status and tasks (I Chenaekephoands oratherinpur
A e Fmethads

Serug file sharing
Hardware and Sound @ Eﬁ: ‘f“cﬁﬂsmgm_
Play CDs or olher medin suboenatical ndouws suggest settings
. e Optimize visual display

Printer
Additional Options

Mouse

Programs
| Uninstall 2 pragram

Change startup programs

3. Double-click Network and Internet to display the Network and Internet window:

» Control Panel » Metwork and Internet » | 4y M Searct 2

Network and Sharing Center
View netwerk status and tasks | Connect o & nétwork
View network computers and devices | Add 2 device to the network | Set up file sharing

e

Internet Options
Changeyour hamegage | Manage browseradd-ans  Delete browsing history and ceokies

Offline Files
Encrypt your offfine files | Manage disk space used by your offiine files

Windows Firewall
W Tum Windows Firewall on or off | i Allow 3 program through Windows Firewall

Peaple Near Me
Sign in or out of Feople NearMe | Change Peaple Mear Me settings

@& & % F

Sync Center
Sync with other computers, mobile devices, or network folders | View syne results
Resalve sync conflicts

4. Double-click Network and Sharing Center to display the Network and Sharing Center
window.

===
M - @ W s = B .-
[ b Cordoed Pared + Pk s+ ke st S i = [t || S -l
Ll
Metwork and Sharing Center
[
maz et Natn 3 raznet
s ot
T — [—
e [Pr——
Conracson Ltsl eea Cemeaction View s
B Suaring and Dizonsery
[ e won =]
Fashaing e (=
Bl ekl shariog e =
Rt shureg e =
[ =
[Fera—— s on (=
Sham meabthe b and Priden L e
S Y P
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5. Click Manage network connections to display LAN or High-Speed Internet
connections.

Mame Status Device Name  Connectiviy  Metwork Category  Dwner Type Phone #ar Host Address
LAN or High-Speed Imernet (1) -
", Local Ares Connection

& Networ
“F Brosdc Disable
Status

Diegnase

Bridge Cannections
Creste Shorkout

Delete.
Rename

Froperties

6. Right-click the network connection and select Properties to display the Local Area
Connection Properties window.

Carrect using:

& Broadoom Meiireme 5o Gigabt Cortmler

This connection usac thefolowing bems:

o8 Dt {or Microaofi Hetworiea

[ BlAoS Packet Schedulr

il ardd Pribar Shering for Micraged Hetreorks
[# 2 Intemet Proaesl Vesion & [TCPAPE)

A = [
¥ 8 Lirk-Leymr Topalogy Descovery Mapper |41 Drivar
[# 2 Lirk-Lmyer Topabay Daesuary Resporder

|

Description

Traramision Comral Pratocol/intemet Pratoenl. The defaut
widk area nebaerk probocol 1hat provides communicelien
acmes dversa Intemonnacied networke.

Comed 11

7. If more than one connection is displayed, make sure to select the one for your
network interface.

Vista may prompt you to allow access to the Network Properties Options. If you
see the prompt, User Account Control -- Windows needs your permission to continue, click
Continue.
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8. Select Internet Protocol Versiond (TCP/IPv4) and click Properties to display the Internet
Protocol Version 4 (TCP/IPv4) Properties window.

Internet Protocol Versian 4 (TCR/PWS) Praperties i o]

General | plternete Confipuration

Youcen get [P setings axspred sutomatically i your rebrork =upports
this capabiity. Otheruise, you read o ask your netwak adminstrator
for the sppmpriste [P e=tings,

7] Lism the fallewing TP address:

[ Obtein OHS server address automaticaly
(1 Uz the folloring DS server addresees:

9. Make sure Obtain an IP address automatically and Obtain DNS server address automatically
are selected.

10. Click OK to save the TCP/IP settings and close the Internet Protocol Version 4

(TCP/IPv4) Properties window.
11. Click OK to close the Local Area Connection Properties window.
12. Click 845 to close the Network Connections window.

13. Click =23 twice to exit the Network and Sharing Center window and the Control
Panel.

When you complete the TCP/IP configuration, go to Verifying the IP Address in
Windows Vista.
Verifying the IP Address in Windows 2000 or Windows XP
Do the following to check the IP address:
1. On the Windows Desktop, click Start.
2. Select Run. The Run window is displayed.

3. Type emd and click OK to display a command prompt window.
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4. Type ipconfig and press Enter to display the IP configuration information. A display
similar to the following indicates a normal configuration.

\WINNT'System32' cmd.exe ;IEIEI

Microsoft Windows 2P0@ [Version 5.00.21951
CC» Copyright 1985-288@ Microsoft Corp.

C:~ripeconfig

Windows 2888 IF Configuration

Ethernet adapter Local firea Connection 2:
Connection—specific DMS Suffix . : surfhoard.com
IP Address. . . = = = = = « = - - = 286.19.86.174
Subnet Mask . . . . . . . . . . . = 255.255.255.224
Default Gateway - - . - . . - . . = 2B86.19._86_161

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . & Cable Disconnected

Can>

=l

5. If, as in the following window, an Autoconfiguration IP Address is displayed, there
is an incorrect connection between the PC and the SVG2500, or there are
broadband network problems.

Microsoft Windows 2000 [Version 5.88.21951 -
CC> Copyright 1985-208@ Microsoft Corp.

C:~>ipconfig
Windows 2888 IF Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . :
Autoconfiguration IP Address. . . = 169.254.45.28

Subnet Mask . . . . . . . . . . . ¢ 255.255.8.8
Default Gateway

C:s>

Ad
6. After verifying the broadband connections, renew the IP address.

Do the following to renew the IP address:

1. At the command prompt, type ipconfig /frenew and press Enter. |f a valid IP address
is displayed as shown, Internet access should be available.

N [=l3
Microsoft Windows 2088 [Version 5.088.2195%1 -
(C> Copyright 1785-20088 Microsoft Corp.
GC:~>ipconfig Arenew
Windows 2888 IP Configuration
Ethernet adapter Local Area Connection 2:
Connection—specific DHS Buffix . : surfhoard.com
IP Address. . . = - . =« « =« = = - = 2P6.19.86.174
Subnet Mask . . . . . . . . . . . = 255 255 255 224
Default Gateway . . . . . . . . . = 286.19.86.161
LR

2. Type exit and press Enter to return to Windows.

3. If the computer cannot access the Internet after performing this procedure, call
your Internet Service provider for help.
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2 INSTALLATION

Verifying the IP Address in Windows Vista
Do the following to verify the IP address:

1. On the Windows Vista desktop, click Start to display the Start Menu.
2. Click All Programs.

Internet
( Internet Explorer

===y E-mail Vista_1
L Windows Mail
— Documents
‘[ Welcome Center

Pictures

m Windows Media Player
Music

q WordPad
Search

Cih_

Recent Items

? Small Business Resources

Computer
ATI cec Metwork
‘a Backup Status and Cenfiguration Connect To
g PUTTY Control Panel

@ StormWatch_II Default Programs
» All Programs Help and Support

———

3. Click Accessories.

(=) Windows Mail
EI Windows Media Player
Windows Meeting Space Vista_1
m Windows Movie Maker
Windows Photo Gallery Documents
£ Windows Update
. Accessories Pictures
. Broadcom
| Catalyst Control Center
| Catalyst Install Manager
. Dell
. Extras and Upgrades

Music

Search

Recent Itemns
. Games

. Google Desktop Computer
. Maintenance
. Modem Diagnostic Tool Network
. MetWaiting
. Motepad++ Connect To
J PuTTY
. Snaglt 8 Control Panel
| Startup
| StormWatch I Default Programs

Help and Support

[start Search
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4. Click Run to display the Run windowv.
I L — — 7% =

= Run

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | =

| Cancel | | Browse... |

e ——
5. Type emd and click OK to open a command prompt window.
= Run l'-E_E"J‘

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open:  cmd| -

[ 0K l | Cancel | | Browse... |

6. Type ipconfig and press Enter to display the IP Configuration.

A display similar to the following indicates a normal configuration.

BN Ch\Windows\system32hcmd.exe liﬂlﬁ

IC:~UserssUista_1>ipconfig

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix

Cl Link-local IPv6 Address . . . . . = feBB::5db3:468b:1f5h:7c?8x9
IPv4 fAddress. . . . . . . . . . . = 192.168.1.4

M Subnet Maszk = 255 _.255_255.8
Default Gateway = 192.168.1.1

Tunnel adapter Local Area Connection® 6=

Connection ecific DNS Suffix H

IPv6 Addre P T 2001:8:4136:e37a:1@8a-h5a:3f57:fefh
Link-loca wE Add: = feBBA:z:1BBa:hSaz:3f57:fefhxi

Default Gateway E--

Tunnel adapter Local Area Connection= 7:

Connection—specific DNE Suffix . =
Link-local IPv6 Address . . . . . = feBB::Sefe:192.168.1.4x1@
Default Gateway B

C:~Users~Uista_1>

7. If an Autoconfiguration IP Address is displayed, there is an incorrect connection
between the PC and the SVG2500, or there are broadband network problems.
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Do the following to renew the IP address:

1. At the command prompt, type ipconfig /frenew and press Enter. |f a valid IP address

is displayed as shown, Internet access should be available.

BN C:\Windows\system32\cmd.exe

6.8.68881
ft Cor

ows IP Configuration

in error occurred while rele
stem cannot find the file

oc
11t Gateway
Tunnel adapter Local Area Connection®
Connection—-specific DNS Suffix

Link=local IPv6 Address
Default G Wy

poration.

All rights reserved.

interface Loopback Pseudo-Interface 1 :
1|

5db3:468b:1F5b: Pc9849
1.

73

=

i

The sy

2. Type exit and press Enter to return to Windows.

If the computer cannot access the Internet after performing this procedure, call your

Internet Service provider for help.
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Installing the Telephone for VolP

Your SVG2500 allows you to use your cable Internet connection for VolP telephone
service. You must contact a VolP service provider for this feature to work with the
SVG2500. You can connect up to two standard telephone lines using your SVG2500.

Caution!

To reduce the risk of fire, use only No. 26 or larger UL Listed or CSA Certified
Telecommunication Line Cord or national equivalent to connect a telephone line
to your SVG2500.

Contact your service provider before connecting your Motorola SVG2500 to your
existing telephone wiring. Do not connect the telephone wire to a traditional
telephone (PSTN) service.

Be sure the phone connectors are neither connected together nor connected to
wall jacks on the same network.

Use only a standard telephone. In many businesses, digital phones that connect
to a private branch exchange (PBX) do not operate with the SVG2500.

Connect your telephone by plugging a phone wire into the TEL 1/2 connector, as
shown in the illustration below. You can also connect a second telephone line to the
TEL 2 connector. A two-line telephone may be connected to TEL 1/2.

o) g

Phone Phone

Fax
(Optional)
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Wall Mounting Your SVG2500

If you mount your SVG2500 on the wall, you must:

e Locate the unit as specified by the local or national codes governing residential or
business cable TV and communications services.

e Follow all local standards for installing a network interface unit/network interface
device (NIU/NID).

If possible, mount the unit to concrete, masonry, a wooden stud, or some other very
solid wall material. Use anchors if necessary (for example, if you must mount the
unit on drywall).

Do the following to mount your SVG2500 on the wall:
1. See Wall Mounting Template to print a copy of the template.

2. Click the Print icon or choose Print from the File menu to display the Print dialog
box.

The following image is from Adobe® Acrobat® Reader® version 7.0 running on
Windows 2000; there may be slight differences in your version.

Printer
Mame: | % Brother HL-1440 series | Properties |
IR iz , Find Printer. .. |
Type: Brother HL-1440 series
Where: LPT1: [~ Print to file
Comment: ™ Manual duplex
~Page range Copies

Mumber of copies: lﬁ
O n ™ Selaction
: " Collate
Enter page numbers and/or page ranges

separated by commas. For example, 1,3,5-12

Print what: IDocument j rZoom

) Pages per sheet: I l
Print: IAII pages in range j agesper s i -v-\\
@Ie to paper size: INo Scaling 'L )

Options... | QK I Close I

To print the template only, select Current page as the Print Range. Be sure you print
the template at 100% scale. Be sure No Scaling is selected for Scale to paper size.

Click OK to print the template.
Measure the printed template with a ruler to ensure that it is the correct size.
Use a center punch to mark the center of the holes.

On the wall, locate the marks for the mounting holes.

N o o pow

Drill the holes to a depth of at least 1 1/2 inches (3.8 cm).
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Caution!

Before drilling holes, check the structure for potential damage to water, gas, or electric
lines.

If necessary, seat an anchor in each hole.

Use M3.5 x 38 mm (#6 x 1'/2 inch) screws with a flat underside and maximum
screw head diameter of 70 mm to mount the SVG2500.

8. Using a screwdriver, turn each screw until part of it protrudes from the wall, as
shown in the following illustration.

127
3

_>| L1mm Max

27"
7.0mm Max Diameter

.09”
2.3mm Minimum

L

There must be .09 inches (2.3 mm) between the wall and the underside of the
screw head.

©

Place the SVG2500 so the keyholes on the back of the unit are aligned above the
mounting screws. Be sure you do not damage the antennas.

10. Slide the SVG2500 down until it stops against the top of the keyhole opening.
Wall Mounting Template
You can print this page to use as a wall mounting template.

Be sure you print it at 100% scale. In Acrobat Reader, be sure that FitTo Page is not
selected in the Print dialog box.

Measure the printed template with a ruler to ensure that it is the correct size.

4.72"
120 mm
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The following topics provide information about basic SVG2500 configuration:

Starting the SVG2500 Configuration Manager (CMGR)
SVG2500 Menu Options Bar

Changing the SVG2500 Default Password

Getting Help

Gaming Configuration Guidelines

Exiting the SVG2500 Configuration Manager

For more advanced configuration information, see Configuring TCP/IR Setting Up
Your Wireless LAN, or Installing USB Drivers.

For normal operation, you do not need to change most default settings. The following
caution statements summarize the issues you must be aware of:

Caution!
To prevent unauthorized configuration, change the default password immediately when
you first configure the SVG2500. See Changing the SVG2500 Default Password.
Firewalls are not foolproof. Choose the most secure firewall policy you can. See Section

7, SVG2500 Firewall Pages.

If you are using a wired LAN only and have no wireless clients, be sure you disable the
wireless interface. See Wireless 802.11b/g Basic Page to disable.

Starting the SVG2500 Configuration Manager (CMGR)

The SVG2500 Configuration Manager (CMGR) allows you to change and view the
settings on your SVG2500.

1.

Open the web browser on a computer connected to the SVG2500 over an
Ethernet or USB connection.

Note: Do not attempt to configure the SV(G2500 over a wireless connection.

In the Address or Location field of your browser, type hitp;//192.168.0.1 and press
Enter to display the Login window.

Type admin in the Username field (this field is case-sensitive).

Type motorola in the Password field (this field is case-sensitive).

Tzermatrae I-----

Pasawrord Iiiliiiii

Login
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5. Click Legin to display the SVG2500 Status Connection page.

Startup Procedure

Acquire Downstream Channel Laocked

Connectivity State Ok Cperational

Boot State Ok Cperational
Configuration File

Security Disabled Disabled

Lock Status Locked Modulation ClAMBA
Channel ID ] Symbeol rate 5056341
Downstream Frequency 447000000 Hz Downstream Power 14.3 dBmy
SNR 36.4 dBm

Upstream Channel

Lock Status Locked Modulation QAM1E
Channel ID 1 Symbol rate 640 Ksym/sec
Upstream Frequency 21008000 HZ ~ Upstream Power 28.5 dBmy

CM IP Address

The Status Connection page provides the following status information on the network
connection of the SVG2500:

¢ RF Downstream Channel, which uses lower cable frequencies to transmit data
o RF Upstream Channel, which uses higher cable frequencies to receive data

Click the Refresh button in your web browser any time you want to refresh the
information on this page.

If you have any problems starting the SVG2500 Configuration Manager (CMGR), see
Troubleshooting for information.
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SVG2500 Menu Options Bar

The SVG2500 Menu Options bar is displayed along the top of the SVG2500
Configuration Manager window. WWhen a menu option is selected, a top-level page
for that option is displayed.

Menu Option Pages

Status

Basic

Advanced
Firewall
Parental Control
Wireless

VPN

MTA

Battery

Logout

Caution!

Function

Provides information about the SVG2500 hardware and software, MAC
address, cable modem IP address, serial number, and related information.
You can also monitor your cable system connection. Additional pages
provide diagnostic tools and allow you to change your SVG2500 user
name and password.

Views and configures SVG2500 IP-related configuration data, including
Network Configuration, WAN Connection Type, DHCP, and DDNS. The
Backup option allows you to save your SVG2500 configuration on your PC.

Configures and monitors how the SVG2500 routes IP traffic
Configures and monitors the SVG2500 firewall

Configures and monitors the SVG2500 parental control feature
Configures and monitors SVG2500 wireless networking features
Configures and monitors SVG2500 operation with a VPN

Displays telephone provisioning information and the event log for your
SVG2500

Monitors the backup battery in your SVG2500
Exits the SVG2500 Configuration Manager

To prevent unauthorized configuration, immediately change the default password when
you first configure your Motorola SVG2500.

NOTE: A backup battery is not available for some models of the SVG2500.
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SVG2500 Submenu Options

Additional features for each menu option are displayed by clicking a Submenu Option
in the left panel of each page. The Status options are shown below. When selected,
the submenu option will be highlighted in yellow.

MOTOROLA

Changing the SVG2500 Default Password

Do the following to change the default password:

1. On the SVG2500 Status page, click the Security submenu option from the Status
Options list. The Status Security page is displayed.

| Change User Information
Password Change Username |

MNew Password |
Re-Enter Mew Password |
Current Username Password |

Restore Factoty Defaults

¥es & Mo

Apply |

2. In the Password Change Username field, type your new User Name.

In the New Password field, type your new password (this field is case sensitive).

4. In the Re-Enter New Password field, type your new password again (this field is case
sensitive).

In the Current Username Password field, type your old password.

6. Click Apply to save your changes.

Restore Factory Defaults
To reset the user name and password back to the original factory settings:
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1. Select Yes, and then click Apply.

2. You must login with the default user name, admin, and password, motorola, after
applying this change. All entries are case-sensitive.
Getting Help

To retrieve help information for any menu option, click helpon that page. As an
example, the Firewall help page is shown below:

Status Bas Advanced Firewall Parental Control Wireless 4 Battery Logout

Web Content Filter help
This page allows certain Web-oriented cookies, java scripts, and pop-up windows
[
1 - Microsolt Internet Explorer provi [_ (D] =]
|
| =
Morono"‘ | Wik The Weh Fiter page has various settings related to blocking or exclusively
I Cornitert allowing different types of data through the CMRG from the Wl to the LA
i Fitter The firevwall enable checkbox i also present to allow enabling or disabling the
firgwall.

Java Applets, Cookies, ActiveX controls, Popup Windoves, and Proxy's can be
—_ hlocked from this page. Firewvall Protection turns on the Stateful Packet —
g Inspection (5PN firewall features. Block Fragmented IP packets preverts all
fragmented IP packets from passing through the fireweall. Port Scan Detection
detects and blocks port scan activity originating on both the LAN and Wan. P
Flood Detection detects and blocks packet floods originating on both the LARN
anc WM, The Apply button must be clicked in order to activate any of the
checkbox tems. &l of these seftings can be activated on-the-fly without &

Remote Log CMRG reboat

Local The Local Log can send firewsall sttack reports out in two different weays
Evert Individual emails can be sent out automstically, each time the firevwall is under
Lag attack, and alzo & local 10g is stored within the modem and displayed in table

form an the Local Log page.

Setup To ensble the automatic email aletts, enter your email address in the space
Etnail provided, erter that email account's associsted SMTP (QOutaoing) mail server 1
adoress (provided by your ISP, check the "enakle" box and click the Apply
button, Individual emails will now be sert to the specified address each time an

attack is detected

Email If desired, & summary of the Evert Log Takle can be sent to the specified
Log contact email address by clicking on the Email Log button.
Clear

Clicking on the Clesr Log button can also clear the table.

Log

You can use the Windows scroll bar to view additional items on the help screens.
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Gaming Configuration Guidelines

The following provides information about configuring the SVG2500 firewall and DMZ
for gaming.

Configuring the Firewall for Gaming

By default, the SVG2500 firewall is disabled. If, as recommended, you enable the
firewall, refer to the game’s documentation to ensure that the necessary ports are
open for use by that game.

The pre-defined SVG2500 firewall policies affect Xbox LIVE® as follows:

On the Firewall Web Content Filter Page, you may need to disable Firewall
Protection and IP Flood Detection.

Configuring Port Triggers

Because the SVG2500 has pre-defined port triggers for games using any of the
following applications, no user action is required to enable them:

e DirectX 7 and DirectX 8
¢ MSN Games by Zone.com
e Battle.net

You may need to create custom port triggers to enable other games to operate
properly. To create custom port triggers, see the Advanced Port Triggers Page.

Configuring a Gaming DMZ Host

Caution!
The gaming DMZ host is not protected by the firewall. It is open to communication or
hacking from any computer on the Internet. Consider carefully before configuring a
device to be in the DMZ.

Some games and game devices require one of:
e The use of random ports
o The forwarding of unsolicited traffic

For example, to connect a PlayStation®2 for PS2® online gaming, designate it as the
gaming DMZ host because the ports required vary from game to game. For these
games, Motorola recommends configuring the gaming computer or device as a
gaming DMZ device.

To configure a gaming DMZ device, on the Basic DHCP Page:
1. Reserve a private IP address for the computer or game device MAC address.
2. Designate the device as a DMZ device.

You can reserve |IP addresses for multiple devices, but only one can be designated
as the gaming DMZ at once.
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Exiting the SVG2500 Configuration Manager
To logoff and close the SVG2500 Configuration Manager:
o Click Logout on the SVG2500 Menu Options bar
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The SVG2500 Status pages provide information about the SVG2500
hardware and software, MAC address, cable modem IP address,
serial number, and related information. You can also monitor your
cable system connection. Additional pages provide diagnostic tools :

and allow you to change your SVG2500 user name and password.

You can click any Status submenu option to view or change the
status information for that option.

Status Software Page

This page displays information about the hardware version, software version, MAC
address, cable modem |P address, serial number, system "up" time, and network
registration status.

(mformation ]
Standard Specification Compliant DOCSIS 2.0

Hardware ¥ersion 0on1

Software Yersion SWiGZA00M-2 .1 1 .0-LAB-00-5H-MP
Cable Modem MAC Address 00:1=:66:07:a2:fe

Cable Modem Serial Number 1692587142334458101012001

CM certificate Installed

status |
System Up Time 5 days 12h:5dm: 143

Metwork Access Allowed

Cable Modem IP Address e -
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Status Connection Page

This page provides the HFC and IP network connectivity status of the SVG2500
cable modem.

You can click the Refresh button in your web browser to refresh the information on
this page at any time.

Startup Procedure

Acquire Downstream Channel Locked

Connectivity State Ok Cperational

Boot State Ok Operational
Configuration File

Security Disabled Disabled

Lock Status Locked Modulation QAMEZ
Channel ID a Symbol rate 2056941
Downstream Frequency 447000000 Hz Deownstream Power 13.1 dBmv
SNR 37.7 dBm'v

Lock Status Locked Modulation ClAM16
Channel ID 1 Symbeol rate 540 Ksym/sec
Upstream Frequency 21008000 Hz  Upstream Power 31.0 dBmYv

CM IP Address

- - D: - H: - M -- 5 - o mm em il e
Field Description
Startup Procedure Startup status information about the cable modem.
Downstream Channel Status information about the RF downstream channels,

including downstream channel frequency and downstream
signal power and modulation.

Upstream Channel Status information about the RF upstream channels, including
upstream channel ID and upstream signal power and
modulation.
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Status Security Page

This page allows you to define administrator access privileges by changing your
SVG2500 user name and password. It also allows you to reset your user name and
password to the default setting.

Change User Information
Password Change Username |

MNew Password I
Re-Enter Mew Password I
Current Username Password I

Restore Factory Defaults

 yes o

Apply |

Changing the SVG2500 Default Password
1. In the Password Change Username field, type your new User Name.

2. In the New Password field, type your new password (this field is case sensitive).

3. In the Re-Enter New Password field, type your new password again (this field is case
sensitive).

4. In the Current Usename Password field, type your old password.

Select Yes if you want to reset the user name and password to the original
factory settings.

6. Click Apply to update the user name password.

Note: You must login with the default user name, admin, and password, metorola, after
applying the restore factory settings change.
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Status Diagnostics Page

This page provides the following diagnostic tools for troubleshooting your IP
connectivity problems:

e Ping (LAN)
e Traceroute (WAN)

Ping Utility

Ping (Packet InterNet Groper) allows you to check connectivity between the
SVG2500 and other devices on the SVG2500 LAN. This utility sends a small packet of
data and then waits for a reply. When you Ping a computer IP address and receive a
reply, it confirms that the computer is connected to the SVG2500.

Select Utility

IPing 'l

Ping Test Parameters

Target fo fo Jo o

Ping Size |84 bytes

MNo. of Pings |3

Ping Interyal |1DDD ms
Start Test | Abort Test | Clear Results |

‘Waiting for input...

Testing Network Connectivity with the SVG2500

Perform the following steps to check connectivity between the SVG2500 and other
devices on the SVG2500 LAN:

1. Select Ping from the Select Utility drop-down list.

Enter the IP address of the computer you want to Ping in the Target field.
Enter the data packet size in bytes in the Ping Size field.

Enter the number of ping attempts in the No. of Pings field.

o & DN

Enter the time between Ping send operations in milliseconds in the Ping Interval
field.

6. Click StartTest to begin the Ping operation. The Ping results will display in the
Results pane.

7. You can click AbertTest at any time during the test to stop the Ping operation.
8. Repeat steps 2 through 6 for each device you want to ping.
When done, click ClearResults to delete the Ping results in the Results pane.
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Traceroute Utility

Traceroute allows you to map the network path from the SVG2500 Configuration
Manager to a public host. Selecting Traceroute from the Select Utility drop-down list
will present alternate controls for the Traceroute utility.

Select Utility
ITracerDute 'l
Traceroute Parameters
Target | IP address or Mame
Max Hops 255
Data Size |32 hytes
Base Port |33434
Fesolve Host off =
Start Test | Clear Results |
Waiting for input...

1. Enter the IP address or Host Name of the computer you want to target for the
Traceroute operation in the Target field.

2. Enter the maximum number of hops that the Traceroute operation performs
before stopping in the Max Hops field.

Enter the data packet size in bytes in the Data Size field.

4. Set the base UDP port number used by Traceroute in the Base Port field. The
default is 33434. If a UDP port is not available, this field can be used to specify
an unused port range.

5. In the Resolve Host field, select On to list the names of hosts found during the
Traceroute operation, or select Off to list only the hosts IP addresses.

6. After entering the Traceroute parameters, click StartTest to begin the Traceroute
operation. The Traceroute results will display in the Results pane.

When done, click Clear Results to delete the Traceroute results in the Results pane.
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Status Event Log Page

This page lists the critical system events in chronological order. A sample Event log
is shown below:

Wed Aug 08 20:58:34 2007 Warning (9) DHCP RENEW WARNING - Field invalid in response
Wed Aug 08 20:23:02 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Wed Aug 058 19:58:54 2007 Warning (5) DHCP RENEW WARMNING - Field invalid in response
Wed Aug 08 19:44:81 2007 Critical {3} Started Unicast Maintenance Ranging - No Response received - ..
Wed Aug 08 19:17:19 2007 Warning (5) DHCP RENEW WARNING - Field invalid in response
Wed Aug 058 18:10:58 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Wed Aug 08 17:47:19 2007 Warning (5) DHCP RENEW WARNING - Field invalid in response
Wed Aug 08 16:53:16 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Wed Aug 05 16:47:19 2007 Warning (3) DHCP RENEW WARMING - Field invalid in response
Tue Aug 07 10:31:40 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Tue Aug 07 10:24:49 2007 Warning (9) DHCP RENEW WARNING - Field invalid in response
Tue Aug 07 10:12:01 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Tue Aug 07 09:54:49 2007 Warning (5) DHCP RENEW WARNING - Field invalid in response
Mon Aug 06 15:04:39 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ..
Maon Aug 06 14:54:48 2007 Warning (5) DHCP RENEW WARNING - Field invalid in response
Mon Aug 06 14:51:358 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Maon Aug 06 14:24:48 2007 Warning (5) DHCP RENEW WARNING - Field invalid in response
Mon Aug 06 13:32:23 2007 Critical [3) Started Unicast Maintenance Ranging - No Response received - ...
Mon Aug 06 13:24:48 2007 YWarning (5) DHCP REMEW WARMING - Field invalid in response

Fri Aug 03 08:38:19 2007 Motice () Ethernet link up - ready to pass packets

Fri Aug 03 08:38:17 2007 Motice (6)  Ethernet link dormant - not currently active

Fri Aug 03 08:37:50 2007 Motice () Ethernet link up - ready to pass packets

Fri Aug 03 08:37:48 2007 Motice () Ethernet link dormant - not currently active

Time Mot Established Critical (3)  DHCP "WARNING - Mon-critical field invalid in respanse.

Time Mot Established Matice (B) Ethernet link up - ready to pass packets
Field Description
Time Indicates the date and time the error occurred
Priority Indicates the level of importance of the error
Description A brief definition of the error
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The SVG2500 Basic Pages allow you to view and configure SVG2500
IP-related configuration data, including Network Configuration, WAN
Connection Type, DHCR. and DDNS. The Backup option allows you to
save a copy of your SVG2500 configuration on your PC.

You can click any Basic submenu option to view or change the DDNS

configuration information for that option.

Basic Setup Page

This page allows you to configure the basic features of your SVG2500 gateway
related to your ISP connection.

Primary Mode

NAPT mode IEnabIed 'l
Apply |

Network Configuration

LAN IP Address: frez _fi8 Jo |
MAC Address 00126607 a0
WAN IP Address: e
MAC Address: 00:12:66:07 akb:02
Duration [ e M=
Expires —mm el e
Release WAN Lease | Renew WAN Lease |

WAN Connection Type IDHCP vl

Host Name | (Fequired by some 15Ps)
Domain Name | (Fequired by some 15Ps)

MTU Size |D (256-1300 octets, 0 = use default)

Spoofed MAC Address |nn ;|nn ;|nn ;|nn ;|nn ;|nn
Apply|

Field Description

NAPT mode NAPT is a special case of NAT, where many IP numbers are hidden
behind a number of addresses. In contrast to the original NAT, however,
this does not mean there can be only that number of connections at a
time.

In NAPT mode, an almost arbitrary number of connections is multiplexed
using TCP port information. The number of simultaneous connections is
limited by the number of addresses multiplied by the number of available
TCP ports.
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Field

LAN
IP Address
MAC Address

WAN
IP Address
MAC Address
Duration
Expires

Release WAN Lease
Renew WAN Lease

WAN Connection Type

Host Name

Domain Name

MTU Size

Spoofed MAC Address

Description

Enter the IP address of the SVG2500 on your private LAN.

Media Access Control address — a set of 12 hexadecimal digits assigned
during manufacturing that uniquely identifies the hardware address of
the SVG2500 Access Point.

The public WAN IP address of your SVG2500 device, which is either
dynamically or statically assigned by your ISP.

Media Access Control address — a set of 12 hexadecimal digits assigned
during manufacturing that uniquely identifies the hardware address of
the SVG2500 Access Point.

Describes how long before your Internet connection expires. The WAN
lease will automatically renew itself when it expires.

Displays the exact time and date the WAN lease expires.
Click to release WAN lease.
Click to renew WAN lease.

DHCP or Static IP

If your ISP uses DHCP, select DHCP and enter a Host Name and Domain
name, if required.

If your ISP uses static IP addressing, select Static IP and enter the
information provided by your ISP for Static IP Address, Static IP Mask,
Default Gateway, Primary DNS, and Secondary DNS.

If the WAN Connection Type is DHCP, enter a Host Name if required by
your ISP.

If the WAN Connection Type is DHCP, enter a Domain Name if required
by your ISP.

Maximum Transmission Unit (MTU) is the largest size packet or frame
that can be sent. The default value is suitable for most users.

If the WAN Connection Type is Static IP, enter the information provided
by your ISP for Static IP Address, Static IP Mask, Default Gateway,
Primary DNS, and Secondary DNS.

When done, click Apply to save your changes.
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Basic DHCP Page

This page allows you to configure and view the status of the optional internal
SVG2500 DHCP (Dynamic Host Configuration Protocol) server for the LAN.

owe ________________|
DHCP Server  ves o
Starting Local Address 199 1 BE.D.IW—
Number of CPEs W

Lease Time IW

Apply |

DHCP Clients

ess |IP Address Subnet Mask Juration|Expires
BRI} Fri Aug
00181828664 192.168.000.011 255,255 285.000 01 03
T BN o0 085713
5:00 2007

Current System Time: Fri Aug 03 08:56:31 2007

Force Available |

Caution!
Do not modify these settings unless you are an experienced network administrator with
strong knowledge of IP addressing, subnetting, and DHCP.
Field Description
DHCP Server Select Yes to enable the SVG2500 DHCP Server.
Select No to disable the SVG2500 DHCP Server.
Starting Local Address Enter the starting IP address to be assigned by the SVG2500 DHCP
server to clients in dotted-decimal format. The default is 192.168.0.2.
Number of CPEs Sets the number of clients for the SVG2500 DHCP server to assign a
private |P address. There are 245 possible client addresses. The
default is 245.
Lease Time Sets the time in seconds that the SVG2500 DHCP server leases an
IP address to a client. The default is 3600 seconds (60 minutes).
DHCP Clients Lists DHCP client device information.

When done, click Apply to save your changes.

To renew a DHCP client IP address, choose Select and then click Force Available.

Al
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Basic DDNS Page

This page allows you to set up the Dynamic Domain Name System (DDNS) service.
The DDNS service allows you to assign a static Internet domain name to a dynamic
IP address, which allows your SVG2500 to be more easily accessed from various
locations on the Internet.

DDNS Service: |Disabled =l

User Name: |

Password: |

Host Name: |

IP Address: 0.0.0.0

Status: DONS service s Raf enghled.
_Appl |
Field Description
DDNS Service Select Disable or wwwDynDNS.org to enable the DDNS Service.
User Name Enter your DynDNS user name.
Password Enter your DynDNS Password.
Host Name Enter your DDNS Host Name.
IP Address Lists IP information.
Status Displays the DDNS service status: enabled or disabled

When done, click Apply to save your changes.
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Basic Backup Page

This page allows you to save your current SVG2500 configuration settings locally on
your computer or restore previously saved configurations.

Backup/Restore

I Browse. . | Restore |

Backup |

Field Description
Restore Lets you restore a previously saved configuration.
Backup Lets you create a backup copy of the current configuration.

Restoring Your SVG2500 Configuration

1. Type the path with the file name where the backup file is located on your
computer, or click Browse to locate the file.

2. Click Restore to recreate your previously saved SVG2500 settings.

Backing Up Your SVG2500 Configuration

1. Type the path with the file name where you want to store your backup file on
your computer, or click Browse to locate the file.

2. Click Backup to create a backup of your SVG2500 settings.
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The SVG2500 Advanced Pages allow you to configure the advanced
features of the SVG2500, including IP Filtering, MAC Filtering, Port
Filtering, Port Forwarding, Port Triggers, DMZ Host, and RIP Setup.

You can click any Advanced submenu option to view or change the
advanced configuration information for that option.

Advanced Options Page

IP Filtering

MAC Filtering
Port Filtering

Port Triggers

Wirskl Blocking

LIPnP Enable

lpsec PassThroudgh
FPPTP FassThrough
Rermote Config Management [ Enghile

Multicast Enahle

Apply |

¥ Enabie | DMZ Host |
" Enatie
[T Enabie

¥ Enapie

[T Enabie

This page allows you to set the operating modes for adjusting how the SVG2500

device routes IP traffic.
Field

WAN Blocking

Ipsec PassThrough

PPTP PassThrough
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Description

Prevents the SVG2500 Configuration Manager or the PCs behind
it from being visible to other computers on the SVG2500 WAN.

Checkmark Enable to turn on this option or uncheck to disable it.

Enables the IpSec Pass-Through protocol to be used through the
SVG2500 Configuration Manager so that a VPN device (or
software) may communicate properly with the WAN.

Checkmark Enable to turn on this option or uncheck to disable it.

Enables the Point-to-Point Tunneling Protocol (PPTP) Pass-
Through protocol to be used through the SVG2500
Configuration Manager so that a VPN device (or software) may
communicate properly with the WAN.

Checkmark Enable to turn on this option or uncheck to disable it.
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Field

Remote Configuration
Management

Multicast Enable

UPnP Enable

Description

Allows remote access to the SVG2500 Configuration Manager.
This enables you to configure the SVG2500 WAN by accessing
the WAN I[P address at Port 8080 of the configuration manager
from anywhere on the Internet. For example, in the browser
URL window, type httpy//WanlPAddress:8080/ to access the SVG2500
Configuration Manager remotely.

Checkmark Enable to turn on this option or uncheck to disable it.

Allows multicast-specific traffic (denoted by a multicast specific
address) to be passed to and from the PCs on the private
network behind the configuration manager.

Checkmark Enable to turn on this option or uncheck to disable it.

Turns on the Universal Plug and Play protocol (UPnP) agent in
the configuration manager. If you are running a CPE (client)
application that requires UPnP, select this box.

Checkmark Enable to turn on this option or uncheck to disable it.

When done, click Apply to save your changes.
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Advanced IP Filtering Page

This page allows you to define which local PCs will be denied access to the
SVG2500 WAN. You can configure IP address filters to block Internet traffic to
specific network devices on the LAN by entering starting and ending IP address
ranges. Note that you only need to enter the LSB (Least-significant byte) of the IP
address; the upper bytes of the IP address are set automatically from the SVG2500
Configuration Manager's |IP address.

The Enabled option allows you to store filter settings commonly used but not have
them active.

IF Filtering
Start Address End Address Enabled

1w21680[0  qozaeenfd T
1wz21680f0  qozaeenl
1wz21680f0  qozaeenl
1wz21680f0  qozaeenl
1wz21680f0  qozaeenl
1wz21680f0  qozaeenl
1wz21680f0  qozaeenl
1wz1680f0  qozaeenfl
1wz1680f0  qozaeenfl
1wz1680f0  qozaeenfl

Apply |

CINNCIRRCINRCIN RN R IR NIRRT ]

Field Description

Start Address Enter the starting IP address range of the computers for which you
want to deny access to the SVG2500 WAN. Be sure to only enter the
least significant byte of the IP address.

End Address Enter the ending IP address range of the computers you want to deny
access to the SVG2500 WAN. Be sure to only enter the least significant
byte of the IP address.

Enabled Activates the IP address filter, when selected.

Checkmark Enabled for each range of IP addresses you want to deny
access to the SVG2500 WAN.

When done, click Apply to activate and save your settings.
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Advanced MAC Filtering Page

This page allows you to define Media Access Control (MAC) address filters to
prevent PCs from sending outgoing TCP/UDP traffic to the WAN via their MAC
addresses. This is useful because the MAC address of a specific NIC card never
changes, unlike its IP address, which can be assigned via the DHCP server or hard-
coded to various addresses over time.

MAC Address Filters
Mac 0t o0 cfoo cfoo cfoo cfoo oo Mac 0z (o0 cfoo cfoo cjoo oo oo
MACGD3 00 foo .joo foo foo foo MACD4 00 fo0 .Joo cjoo cfoo foo
MACDS 00 :fo0 .Joo :foo cfoo foo MACDE 00 fo0 .Joo :joo  foo .foo
Macor o0 cfoo cfoo oo oo oo mac oz (00 cfoo cfoo oo oo oo
MAC 08 o0 :foo :Joo oo :foo oD MACTD Jo0  :foo :Joo .joo :foo oo
Mac11 o0 cfoo cfoo oo cfoo oo Mac12 o0 :foo cfoo oo oo oo
MAG13 |00 fo0 .Joo foo  foo foo MACG14 |00 .fo0 .Joo cjoo  cfoo .foo
MAC15 00 fo0 .Joo :foo foo foo MAC 16 00 .fo0 .Joo :joo  :foo .foo
Mac17 00 cfoo cfoo cfoo cfoo oo mac1g o0 cfoo cfoo coo oo oo
MAC18 o0 :foo0 :Joo oo :foo oD MAC20 o0 :foo :Joo .joo :foo oo
orly |

Field Description

MAC xx Media Access Control address — a unique set of 12 hexadecimal digits
assigned to a PC during manufacturing

Setting a MAC Address Filter
1. Enter the MAC address in the MAC xx field for each PC you want to block.

2. When done, click Apply.
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Advanced Port Filtering Page

This page allows you to define port filters to prevent all devices from sending
outgoing TCP/UDP traffic to the WAN on specific IP port numbers. By specifying a
starting and ending port range, you can determine what TCP/UDP traffic is allowed
out to the WAN on a perport basis.

Note: The specified port ranges are blocked for ALL PCs, and this setting is not IP
address or MAC address specific. For example, if you wanted to block all PCs on the
private LAN from accessing HTTP sites (or "web surfing"), you would set the "Start
Port" to 80, "End Port" to 80, "Protocol" to TCF checkmark Enabled, and then click

Apply.
Paort Filtering

StartPort  End Port  Protocol  Enabled

f1 [ess38  [Both x| T

[1 [s5535  |Both =] T

[1 [s5535  |Both =] T

[1 [s5535  |Both =] T

f1 [ess38  [Both x| T

f1 [ess38  [Both x| T

f1 [ess38  [Both x| T

[1 [s5535  |Both =] T

[1 [s5535  |Both =] T

[1 [s5535  |Both x| T

_Apey |
Field Description
Start Port Enter the starting port number.
End Port Enter the ending port number.
Protocol Select TCP, UDP, or Both
Enabled Checkmark for each port that you want to activate the IP port filters.
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Advanced Port Forwarding Page

This page allows you to run a publicly accessible server on the LAN by specifying the
mapping of TCP/UDP ports to a local PC. This enables incoming requests on specific
port numbers to reach web servers, FTP servers, mail servers, etc. so that they can

be accessible from the public Internet.

Port Forwarding
Local IP Adr StartPort EndPart Protocal  Enabled
192 168.0,0 [ o [Both x| T
192.166.0,0 [0 [ [Both =] T
192.166.0,0 [o fo [Both =] T
162.168.0/0 [ fo [Bath >| T
102.168.0,0 |0 fo [Both =| T
192 168.0,0 [ o [Both x| T
192.166.0,0 [0 [ [Both =] T
192.166.0,0 fo fo [Both =] T
162.168.0/0 [ fo [Bath >| T
102.168.0,0 |0 fo [Both x| T
_Apply |

A table of commonly used Port numbers is also displayed on the page for your
convenience.

To map a port, you must enter the range of port numbers that should be forwarded
locally and the IP address to which traffic to those ports should be sent. If only a
single port specification is desired, enter the same port number in the "start" and
‘end" locations for that IP address.

The ports used by some common applications are:

o F[TP:20, 21
e HTTP: 80
e NTP: 123

e Secure Shell: 22
e SMTP e-mail: 25
e Telnet: 23
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Advanced Port Triggers Page

This page allows you to configure dynamic triggers to specific devices on the LAN.
This allows for special applications that require specific port numbers with
bi-directional traffic to function properly. Applications such as video conferencing,
voice, gaming, and some messaging program features may require these special
settings.

The Advanced Port Triggers are similar to Port Forwarding except that they are not
static ports held open all the time. When the Configuration Manager detects
outgoing data on a specific IP port number set in the "Trigger Range," the resulting
ports set in the "Target Range" are opened for incoming (sometimes referred to as
bi-directional ports) data. If no outgoing traffic is detected on the "Trigger Range'
ports for 10 minutes, the "Target Range" ports will close. This is a safer method for
opening specific ports for special applications (e.g. video conferencing programs,
interactive gaming, file transfer in chat programs, etc.) because they are dynamically
triggered and not held open constantly or erroneously left open via the router
administrator and exposed for potential hackers to discover.

Part Trigaering
Trigger Range Target Range Pratocal  Enable
StartPort End Port  StartPort  End Port
|0 |0 |0 |0 [Both =] T
[ [ [ [ [Both x| T
[o [o [o [o [Both ~|
[o [o [o [o [Both ~|
|0 |0 |0 |0 [Both =] ™
|0 |0 |0 |0 [Both =] T
[ [ [ [ [Both x| T
[o [o [o [o [Both ~|
[o [o [o [o [Both ~|
|0 |0 |0 |0 [Both =] ™
et |
Field Description
Trigger Range
Start Port The starting port number of the Port Trigger range.
End Port The ending port number of the Port Trigger range.
Target Range
Start Port The starting port number of the Port Trigger range.
End Port The ending port number of the Port Trigger range.
Protocol Choice, TCP, UDP, or Both
Enable Select checkbox to activate the IP port triggers.
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Advanced DMZ Host Page

This page allows you to specify the "default" recipient of WAN traffic that NAT is
unable to translate to a known local PC. The DMZ (De-militarized Zone) hosting (also
commonly referred to as "Exposed Host") can also be described as a computer or
small sub-network that sits between the trusted internal private LAN and the
untrusted public Internet.

DMZ Address 192_153_|:|_|EI
Apply |

You may configure one PC to be the DMZ host. This setting is generally used for PCs
using "problem" applications that use random port numbers and do not function
correctly with specific port triggers or the port forwarding setups mentioned earlier.
If a specific PC is set as a DMZ Host, remember to set this back to "0" when you are
finished with the needed application, since this PC will be effectively exposed to the
public Internet, though still protected from Denial of Service (DoS) attacks via the
Firewall.

Setting Up the DMZ Host
1. Enter the computer’s IP address.

2. Click Apply to activate the selected computer as the DMZ host.
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Advanced Routing Information Protocol Setup Page

This page allows you to configure Routing Information Protocol (RIP) parameters
related to authentication, destination IP address/subnet mask, and reporting
intervals. RIP automatically identifies and uses the best known and quickest route to
any given destination address. To help reduce network congestion and delays, the
Advanced RIP setup is used in WAN networks to identify and use the best known
and quickest route to given destination addresses.

RIP is a protocol that requires negotiation from both sides of the network (i.e.,
CMRG and CMTS). The ISP would normally set this up to match their CMTS settings
with the configuration in the CMRG.

Note: RIP messaging will only be sent upstream when running in Static IP
Addressing mode on the Basic - Setup page. You must enable Static IP Addressing
and then set the WAN IP network information! RIP is normally a function that is
tightly controlled via the ISP RIP Authentication Keys and IDs are normally held as
secret information from the end user to prevent unauthorized RIP settings.

|

RIP Enable [~ Enapre

RIP Authentication ¥ Enabie

RIP Authentication Key [

RIP Authentication Key ID [

RIP Reporting Interval [30 seconas

RIP Destination P Address [0 [0 Jo o

RIP Destination IP Subnet Mask [255  [255  [e55 |0
Appby |

Field
RIP Enable

RIP Authentication

RIP Authentication Key

RIP Authentication Key ID
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Description

Enables or disables the RIP protocol.

This protocol helps the router dynamically adapt to the
changes in the network. RIP is now considered obsolete since
newer routing protocols, such as OSPF and ISIS, have been
introduced.

If this field is enabled, a plain text password or a shared key
authentication is added to the RIP packet in order for the CPE
and the wireless router to authenticate each other.

Used to encrypt the plain text password that is enclosed in
each RIP packet.

If you are using the shared key authentication in RIP, you will
need to provide a key.

An unsigned 8-bit field in the RIP packet. This field identifies
the key used to create the authentication data for the RIP
packet, and it also indicates the authentication algorithm.
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Field Description
RIP Reporting Interval Determines how long before a RIP packet is sent out to the
CPE.
RIP Destination IP Address Location where the RIP packet is sent to update the routing
table in your CPE.
RIP Destination IP Subnet Mask Specifies which CPE you want to receive the RIP packet.
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The SVG2500 Firewall Pages allow you to configure the SVG2500
firewall filters and firewall alert notifications.

You can click any Firewall submenu option to view or change the
firewall configuration information for that option.

For information about how the firewall can affect gaming, see
Gaming Configuration Guidelines.

Web Filter
Local Log
Remote Log

The predefined policies provide outbound Internet access for computers on the
SVG2500 LAN. The SVG2500 firewall uses stateful-inspection to allow inbound
responses when there already is an outbound session running that corresponds to
the data flow. For example, if you use a web browser, outbound HTTP connections
are permitted on port 80. Inbound responses from the Internet are allowed because

an outbound session is established.

When required, you can configure the SVG2500 firewall to allow inbound packets
without first establishing an outbound session. You also need to configure a port
forwarding entry on the Advanced Port Forwarding Page or a DMZ client on the

Advanced DMZ Host Page.
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Firewall Web Content Filter Page

This page allows you to configure the firewall by enabling or disabling various Web
filters related to blocking or exclusively allowing different types of data through the
Configuration Manager from the WAN to the LAN.

Java Applets, Cookies, ActiveX controls, popup windows, and Proxies can be blocked
from this page. Firewall Protection turns on the Stateful Packet Inspection (SPI)
firewall features. Block Fragmented |IP packets prevent all fragmented IP packets
from passing through the firewall. Port Scan Detection detects and blocks port scan
activity originating on both the LAN and WAN. IP Flood Detection detects and blocks
packet floods originating on both the LAN and VWAN.

Web Features

Filter Proxy ™ Enatie
Filter Cookies [~ Enabie
Filter Jawa Applets [” Enanie
Filter Activel ™ Enatie
Filter Popup YWindows [ Enabia

Block Fragmented IP Packets W Enshie

Port Scan Detection [~ Enapie
IP Flood Detection V¥ Enapie
Firewrall Protection v Enatbis

Apply |

Checkmark Enable for each Web filter you want to set for the firewall, and then click
Apply. The Web filters will activate without having to reboot the SVG2500
Configuration Manager.

Note: If you deselect all the Web filters, you will disable the firewall. This is not
recommended.
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Firewall Local Log Page

This page allows you to set up how to send notification of the firewall event log in

either of the following formats:

e [ndividual e-mail alerts sent out automatically each time the firewall is under

attack

e Local logis stored within the modem and displayed in table form on the Local

Log page

Contact Email Address
SMTP Server Matme

E-mail Alerts

Alert System

[~ Ensbie

Apply |
| Description | Count | Last Occurence [ Target | Source |

E-rnail Log | Clear Log |

Field
Contact Email Address

SMTP Server Name

E-mail Alerts

Downloaded from www.Manualslib.com manuals search engine

Description
Your email address

Name of the e-mail (Simple Mail Transfer Protocol) server.

The firewall page needs your email server name to send a
firewall log to your email address. You can obtain the
SMTP server name from your Internet service provider.

Enable or disable e-mailing firewall alerts.
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Firewall Remote Log Page

This page allows you to send firewall attack reports out to a standard SysLog server
S0 many instances can be logged over a long period of time. You can select individual
attack or configuration items to send to the SysLog server so that only the items of
interest will be monitored. You can log permitted connections, blocked connections,
known Internet attack types, and CMRG configuration events. The SyslLog server
must be on the same network as the Private LAN behind the Configuration Manager
(typically 192.168.0.x). To activate the SysLog monitoring feature, check all desired
event types to monitor and enter the last byte of the IP address of the SyslLog
server. Normally, the IP address of this SysLog server would be hard-coded so that
the address does not change and always agrees with the entry on this page.

™ Permitted Connections
I™ Blocked Connections
I~ Known Internet Attacks

™ Product Configuration Bvents

to SysLog server at182.168.0. ID

Apply |

Field Description

Permitted Connections Check for the server to e-mail you logs of who is connecting to
your network.

Blocked Connections Check for the server to e-mail you logs of who is blocked from
connecting to your network.

Known Internet Attacks Check for the server to e-mail you logs of known Internet attacks
against your network.

Product Configuration Events Check for the server to e-mail you logs of the basic product
configuration events logs.

To SysLog server at 192.168.0. Enter the last digits from 10 to 254 of your SysLog server's IP
address.

When done, click Apply.
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The SVG2500 Parental Control Pages allow you to configure
access restrictions to a specific device connected to the SVG2500

LAN. ' pasic |

You can click any Parental Control submenu option to view or

change the configuration information for that option.
Parental Control User Setup Page

This page is the master page. Each user is linked to a specified time access rule,
content filtering rule, and login password to get to the filtered content. You may also
specify a user as a "trusted user," which means that person will have access to all
Internet content regardless of the filters that you define. You can use the Trusted
User checkbox as a simple override to grant a user full access, while storing all of
the filtering settings for easy availability.

You can also enable Internet session duration timers, which set a limited amount of
time for Internet access from the rules you select. The user must enter their
password only the first time to access the Internet. It is not necessary to enter the
password each time a new web page is accessed. In addition, there is a password
inactivity timer. If there is no Internet access for the specified time in minutes, the
user must login again. These timed logins ensure that a specific user uses the
Internet gateway appropriately.

User Configuration
| Add User |

|User Settings
I~ Enabie Remove ser |

|Pa55w0rd ||

| 1. Defauylt

|Re-EnterPassword ||

|Trusted User | I Enabie
|Cumem Rule  I™ wihite List Access Only ||1 Default j
Time Access Rule _
|Sessmn Duration ||EI min
|Inactivity time ||D min
| Apply |

Trusted Computers

Optionally, the user profile displayed above can be assigned
1o a computer to bypass the Parental Control login on that computer.

Mo Trusted Computers

Rermowve |
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Field Description
Add User Adds a user to set the parental controls for a specific user.
User Settings Select the user for whom you want to modify access

restrictions.
Checkmark Enable to select the user.

Click Remove User to delete the user from Parental Controls.

Password Enter a user password to log onto the Internet.
Re-Enter Password Enter the password again for confirmation.
Trusted User The selected user will have full access to Internet content, thus

overriding any set filters.

Checkmark Enable to override set filters without having to turn off
filter settings.

Content Rule Used to specify which websites a selected user is allowed to
access.

Check White List Access Only and choose a user from the drop-down
list.

Time Access Rule You can choose a rule that restricts when a selected user can
use the Internet.

Session Duration You can set the amount of time a selected user can use the
Internet.
Inactivity time You can set the amount of inactivity time before the Internet

automatically closes for a selected user.

Trusted Computers You can enter a selected user's CPE MAC address so that CPE
can access the Internet without being censored by the Parental
Control.

When done entering the MAC address, click Add.

When done, click Apply to activate and save any changes you made.

89

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

8 SVG2500 PARENTAL CONTROL PAGES

Parental Control Basic Setup Page

This page allows you to set rules to block certain kinds of Internet content and
certain Web sites.

Parental Control Activation

This hox must be checked to turn on Parental Contral

I” Enable Parental Contral

Apply |

iContent Policy Configuration

[ AddNewPolicy
Il.Defau\t vl Remowve Folicy |

Keywiord List

Blocked Domain List

Allowed Domain List
ananymizer

anonymizer.com

I I
ﬂl Remove ﬂl Femove | Add| Remove |

(Override Password

Ifyou encounter a hlocked wehsite, you can override the block by entering the following password

FPassword I--------
Re-Enter Paggword quuu

Access Duration ISD
Apply |

After you have changed your Parental Control settings, click the appropriate Apply,
Add, or Remove button.

Click Refresh in your web browser window to view your current settings.
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Parental Control ToD Access Policy Page

This page allows you to block all Internet traffic to and from specified devices on
your SVG2500 network based on the day and time settings you specify. You can set
policies to block Internet traffic for the entire day or just certain time periods within
each day for specific users. You can add up to 30 eight-character categories (filter
names) with different day and time settings. You enter a name for each time filter in
the Add New Policy field. Any time filter for Internet access can be enabled or
disabled at any time.

The time filters for limited Internet access are applied for each user in the Time
Access Rule field on the Parental Control User Setup Page.

Time Access Policy Configuration

Create a new policy by giving it a descriptive name, such as
“Weekend" or "Working Hours"

[ | AddNewPolicy |

Time Access Policy List
Mo filters enterad S IS L I UL |

Days to Block

™ Everyday [T sunday I monday I Tuesday
[T wednesday I Thursday [ Friday | Saturday
Time ta Black

[~ &N day

Start: |12 thour) IDD {rnin} IAM ]v
End: |12 thour) IDD {rnin} IAM ]v
Apply |

Once each category change has been made, the user must click Apply at the bottom
of the page to store and activate the settings. These same category names for
blocking profiles show up in the Parental Control section on the User Setup page in
the "Time Access Rules" section. On that page, each user can be assigned up to four
of these categories simultaneously.
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Parental Control Event Log Page

This page displays the Parental Control event log report. The event log is a running
list of the last 30 Parental Control access violations, which include the following
items on Internet traffic:

If the user's Internet access is blocked (time filter)
If a blocked keyword is detected in the URL
If a blocked domain is detected in the URL

If the online lookup service detects that the URL falls under a blocked category

MMM‘

Clear Log |
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The SVG2500 Wireless Pages allow you to configure your wireless
LAN (WLAN). You can click any Wireless submenu option to view or
change the configuration information for that option. WPA encryption
provides higher security than WEP encryption, but older wireless access Control
client cards may not support the newer WPA encryption methods.

Setting Up Your Wireless LAN
You can use the SVG2500 as an access point for a wireless LAN | wMm |
(WLAN) without changing its default settings.
Caution!

To prevent unauthorized eavesdropping or access to WLAN data, you must enable
wireless security. The default SVG2500 settings provide no wireless security. After
your WLAN is operational, be sure to enable wireless security.

To enable security for your WLAN, you can do the following on the SVG2500:

To Perform Use in SVG2500 Configuration Mgr
Encrypt wireless transmissions Encrypting Wireless Wireless 802.11b/g Privacy Page

and restrict WLAN access LAN Transmissions

Further prevent unauthorized Restricting Wireless Wireless 802.11b/g Access Control
WLAN intrusions LAN Access Page

Caution!

Never provide your SSID, WPA or WEP passphrase, or WEP key to anyone who
is not authorized to use your WLAN.

Connect at least one computer to the SVG2500 Ethernet or USB port to perform
configuration. Do not attempt to configure the SVG2500 over a wireless connection.

You need to configure each wireless client (station) to access the SVG2500 LAN as
described in Configuring the Wireless Clients.

Another step to improve wireless security is to place wireless components away
from windows. This decreases the signal strength outside the intended area.
Encrypting Wireless LAN Transmissions

To prevent unauthorized viewing of data transmitted over your WLAN, you must
encrypt your wireless transmissions.

Use the Wireless 802.11b/g Privacy Page to encrypt your transmitted data. Choose
one of:
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Configure on the SVG2500 Required on Each Wireless Client

If all of your wireless clients support If you use a local pre-shared key (WPA-PSK) passphrase,
Wi-Fi Protected Access (WPA), you must configure the identical passphrase to the
Motorola recommends configuring SVG2500 on each wireless client. Home and small-office
WPA on the SVG2500 settings typically use a local passphrase.

Otherwise, configure WEP on You must configure the identical WEP key to the SVG2500
the SVG2500 on each wireless client.

If all of your wireless clients support WPA encryption, Motorola recommends using
WPA instead of WEP because WPA:

Provides much stronger encryption and is more secure

Provides authentication to ensure that only authorized users can log in to your
WLAN

Is much easier to configure

Uses a standard algorithm on all compliant products to generate a key from a
textual passphrase

Will be incorporated into the new IEEE 802.11i wireless networking standard

For new wireless LANs, Motorola recommends purchasing client adapters that
support WPA encryption.
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Wireless 802.11b/g Basic Page

This page allows you to configure the Access Point parameters, including the SSID
and channel number.

Creating a SecureEasySetup™ (SES) network ensures strong security for preventing
unauthorized wireless network access. However, traditional wireless network
installation can be a complicated and time-consuming task, requiring the user to
possess the technical know-how to manually enter several settings (such as network
name and encryption key or WPA pass phrase) on each Wi-Fi device. Motorola
SecureEasySetup technology dramatically simplifies installation by automating the
configuring new wireless networks processes and adding devices to existing
networks. SecureEasySetup establishes a private connection between the devices
and automatically configures the network's Service Set |dentifier (SSID) and
WPA-Personal security settings. It configures a new network only on each new
device that is authorized to join the network.
T
‘Wireless MAC Address: 00:1A73:54:81:9D
Network Name (SSID) | Motorola

Network Type |Ope—n;|
Country USA
Channel: m Cument: 11
Interface Im

Apply | Restore Wireless Defaults |

SecureEasySetup
Use these buttons to manage your SecureEasySetup network

Create SESNetwork | Open SESWindow |

Field Description

Wireless MAC Address Shows the MAC address of the installed wireless card. It is not
configurable.

Network Name (SSID) Sets the Network Name (also known as SSID) of the wireless
network. This is a 1-32 ASCII character string.
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Field

Network Type

Country

Channel

Interface

Create SES
Network

Open SES Window

Downloaded from www.Manualslib.com manuals search engine

Description

Selecting Closed prevents the network name from appearing in a
wireless client’s "Available Wireless Networks" list. Only clients who
already know the network name will be able to connect. Closed
disables the SSID broadcast in beacon packets.

Selecting Open allows broadcasting to the SSID in beacon packets.

Restricts the channel set based on the country's regulatory
requirements. This is a display-only field.

Selects the channel for access point (AP) operation. The list of
available channels depends on the designated country. For this field,
the channel selected on the wireless clients on your WLAN must be
the same as the one selected on the SVG2500.

Allows the access point to be Enabled or Disabled.

This action button generates a new SecureEasySetup network,
applies the configuration to the wireless interface, and stores the
settings to non-volatile memory. It enables WPA-PSK authentication
and generates a unique Network Name (SSID) and random,
16-character Pre-Shared Key (PSK). The pop-up window shown
informs the user a SecureEasySetup network has been successfully
created.

This action button opens a 2-minute security window that allows a
SecureEasySetup client to connect. Only 1 SecureEasySetup client
may connect during an Open Window period. If you have more than
1 client to connect to your SecureEasySetup, you must open the
window multiple times. When the SecureEasySetup window is
open, the pop-up window below indicates the CMRG is waiting for a
SecureEasySetup client.
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Wireless 802.11b/g Privacy Page

This page allows you to configure the WEP keys and/or passphrase.

WP [Disabled ]
WPA-PSK Disabled =]
wiPa2 [Disablad »|
WPA2-PSK [Disabled =]

WPAMIPAZ Encryption IDisabIed 'l

WWPA Pre-Shared Key |

RADIUS Server ID_D.D.D
RADIUS Paort |1812

RADIUS Key |

Group Key Rotation Interal ID

WPAMIPAZ Re-auth Interval 3600

WER Encryption IDisabIed 'l
Shared Key Authentication IOptionaI 'l
802.1x% Authentication IDisabIed 'l

Metwark Key 1 |

Metwark key 2 |

Metaork kKey 3 |

MNetwork ey 4 I

Current Metwork Key I 1 'l

PassPhrase | Generate WEP Keys |

Apply |

WPS Config IDisabIe 'l
Button Mode ISES 'l

Device Mame |BrDadc0mAP

STAFIN |9438050?

Apply |
WP S Method IPush Buttan vl Start WES |

WPS Status:
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Field

WPA
WPA2

WPA-PSK
WPA2-PSK

WPA/WPA2 Encryption

WPA Pre-Shared Key

RADIUS Server

RADIUS Port

RADIUS Key

Group Key Rotation Interval

WPA/WPA2 Re-auth Interval

WEP Encryption

Shared Key Authentication

802.1x Authentication
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Description

Enables or disables Wi-Fi Protected Access (WPA) encryption.

Enables or disables a local pre-shared key (WPA-PSK) passphrase.

When using WPA or WPA-PSK authentication, these WPA
encryption modes can be set: TKIP, AES, or TKIP + AES.

AES (Advanced Encryption Standard) provides the strongest
encryption, while TKIP (Temporal Key Integrity Protocol) provides
strong encryption with improved compatibility. The TKIP + AES
mode allows both TKIP and AES-capable clients to connect.

Sets the WPA Pre-Shared Key (PSK). This is either an 8-63 ASCI|
character string or a 64-digit hex number. Enabled when the
Network Authentication method is WPA-PSK.

Sets the RADIUS server IP address to use for client authentication
using the dotted-decimal format (XXX.XXX.XXX.XXX).

Sets the UDP port number of the RADIUS server. The default is
1812.

Sets the shared secret for the RADIUS connection. The key is a 0 to
255 character ASCII string.

Sets the WPA Group Rekey Interval in seconds. Set to zero to
disable periodic rekeying.

WPA and WPAZ2 are two security features in WiFi technology. This
field, re-authentication interval, is the amount of time the wireless
router can wait before re-establishing authentication with the CPE.

Enables or disables Wired Equivalent Privacy encryption.

The WEP protocol uses Shared Key Authentication, which is an
Authentication protocol where the CPE sends an authentication
request to the access point. Then the access point sends a
challenge text to the CPE.

The CPE uses either the 64-bit or 128-bit key to encrypt the
challenge text and sends the encrypted text to the access point. The
access point will decrypt the encrypted text and then compare the
decrypted message with the original challenge text. If they are the
same, the access point will let the CPE connect; if it doesn’t match,
then the access point does not let the CPE connect.

This is another type of authentication and is used on top of WEP.
802.1x Authentication is a much stronger type of authentication than
WEP.
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Field

Network Key 1-4

Current Network Key

PassPhrase
WPS Config

Button Mode

Device Name

STA PIN

WPS Method

WPS Status
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Description

Sets the static WEP keys when WEP encryption is enabled.
Enter 5 ASCII characters or 10 hexadecimal digits for a 64-bit key.
Enter 13 ASCII characters or 26 hexadecimal digits for a 128-bit key.

When both WPA encryption and WEP encryption are enabled, only
keys 2 and 3 are available for WEP encryption.

Selects the encryption (transmit) key when WEP encryption is
enabled.

Sets the text to use for WEP key generation.
Allows the WiFi Protected Setup to be enabled or disabled.

Allows the type of setup for the Wireless Security:
e SES — Secure Easy Setup
e WPS — WiFi Protected Setup

Name of the WPS device

The station PIN method, entered as the "representative" of the
Network that follows the WPS protocol architecture.

There are two types of methods used for the WiFi Protected Setup:
PIN and Push Button

Shows the status of the WiFi Protected Setup.
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Wireless 802.11b/g Access Control Page

This page allows you to configure the Access Control to the AP as well as status on
the connected clients.

MAC
MAC Restrict Mode IDisabIed "l
MAC Addtesses |

Apply |

ik A SI{dBm) | IP Addr Host Marme
00:1 8:F8:28:6E:4F 0 222 192166011 myis53-03
Field Description
MAC Restrict Mode Selects whether wireless clients with the specified MAC address

are allowed or denied wireless access.

Select Disabled to allow all clients.

MAC Address A list of wireless client MAC addresses to allow or deny based on
the Restrict Mode setting. Valid input MAC address formats are
XXXXXX XK XK XX and XX-XX-XX-XK-XXK-XX.

Connected Clients A list of connected wireless clients. When a client connects
(associates) to the network, it is added to the list; when a client
leaves (disassociates) from the network, it is removed from the list.
For each client, the age (in seconds), estimated average receive
signal strength (in dBm), IP address, and host name are presented.
The age is the amount of time elapsed since data was transmitted
to or received from the client.
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Wireless 802.11b/g Advanced Page

This page allows you to configure data rates and WiFi thresholds.

A4g™ Protection IAutD 'I
®Press™ Technology IDisabIed 'l
Afterburner™ Technology IDisabIed 'l

Fragmentation Threshold |2346

54g™ Mode |54g LRS 'I
Basic Rate Set IDefauIt 'I

Rate [Auto =]
output Power [100% =]
Beacon Interval IW
DTM Interval 1

RTS Threshald |234?
Apply |

Field
54g™ Mode

Basic Rate Set

54g™ Protection

XPress™ Technology

Afterburner™ Technology

Rate

Downloaded from www.Manualslib.com manuals search engine

Description

Sets these network modes:

54g Auto

54g Performance
549 LRS

802.11b only

54g Auto accepts 54g, 802.11g, and 802.11b clients, but optimizes
performance based on the type of connected clients. 54g
Performance accepts only 54g clients and provides the highest
performance throughout; nearby 802.11b networks may have
degraded performance. 54g LRS interoperates with the widest
variety of b4g, 802.11g, and 802.11b clients. 80211b. accepts only
802.11b clients.

Determines which rates are advertised as "basic" rates. Default
uses the driver defaults. All sets all available rates as basic rates.

In Auto mode, the AP will use RTS/CTS protection to improve
802.11g performance in mixed 802.11g + 802.11b networks. Turn
protection off to maximize 802.11g throughput under most
conditions.

This is a performance-enhancing Wi-Fi technology designed for
increasing throughput and efficiency. It is used when there are
mixed wireless networks in the surrounding area from 802.11a/b/g
networks.

This is also a performance-enhancing Wi-Fi technology that
enhances the existing 802.11g standard by increasing throughput
by 40 percent.

Forces the transmission rate for the AP to a particular speed.
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Field

Output Power
Beacon Interval

DTIM Interval

Fragmentation Threshold

RTS Threshold

Wireless Bridging Page

Description
Auto will provide the best performance in nearly all situations.

Sets the output power as a percentage of the hardware's
maximum capability.

Sets the beacon interval for the AP. The default is 100, which is
fine for nearly all applications.

Sets the wakeup interval for clients in power save mode. When a
client is running in power save mode, lower SVG2500N-2.1.1.0-
LAB-00-SH.bin values provide higher performance but result in
decreased client battery life, while higher values provide lower
performance but result in increased client battery life.

Sets the fragmentation threshold. Packets exceeding this
threshold will be fragmented into packets no larger than the
threshold before packet transmission.

Sets the RTS threshold. Packets exceeding this threshold will
cause the AP to perform an RTS/CTS exchange to reserve the
wireless medium before packet transmission.

This page allows you to configure the WDS features.

Field
Wireless Bridging

Remote Bridges
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Wireless Bridging IDisabIed 'l
Remote Bridges I

Apply |

Description
Enables or disables wireless bridging.

Table of remote bridge MAC addresses authorized to establish a
wireless bridge. Up to four remote bridges may be connected.
Typically, you will also have to enter your AP's MAC address on the
remote bridge.
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Wireless 802.11b/g Wi-Fi Multimedia Page
This page allows you to configure the Wi-Fi Multimedia Quality of Service (QoS).

Wildh Suppart On =

Mo-Acknowledgement IOff 'l
Power Save Support IOn 'l

Apply |

Field
WMM Support

No-Acknowledgement

Power Save Support
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[2 016 3008

[2 |3264 1504
ARl |
Description

Sets WMM support to Auto, On, or Off.

If enabled (Auto or On), the WME Information Element is
included in beacon frame.

Sets No-Acknowledgement support to On or Off.
When enabled, acknowledgments for data are not transmitted.

Sets Power Save support to On or Off.

When Power Save is enabled, the AP queues packets for STAs
that are in power-save mode. Queued packets are transmitted
when the STA notifies AP that it has left power-save mode.
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Field
EDCA AP Parameters

EDCA STA Parameters
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Description

Specifies the transmit parameters for traffic transmitted from the
AP to the STA in four Access Categories:

e Best Effort (AC_BE)
e  Background (AC_BK)
e Video (AC_VI)

e Voice (AC_VO)

Transmit parameters include Contention Window (CVWmin and
CWmax), Arbitration Inter Frame Spacing Number (AIFSN), and
Transmit Opportunity Limit (TXOP Limit).

There are also two AP-specific settings: Admission Control and
Discard Oldest First. Admission control specifies if admission
control is enforced for the Access Categories. Discard Oldest
First specifies the discard policy for the queues. On discards the
oldest first; Off discards the newest first.

Specifies the transmit parameters for traffic transmitted from the
STA to the AP in four Access Categories:

e Best Effort (AC_BE)
e  Background (AC_BK)
e Video (AC_VI)

e Voice (AC_VO)

Transmit parameters include Contention Window (CWmin and
CWmax), Arbitration Inter Frame Spacing Number (AIFSN), and
Transmit Opportunity Limit (TXOP Limit).
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Wireless 802.11b/g Guest Network Page

This page allows you to configure a secondary guest network on the wireless interface. This
network is isolated from the LAN. Any clients that associate with the guest network SSID
will be isolated from the private LAN and can only communicate with WAN hosts.

Guest Network| MOTOROLA_GUEST (e v

Current Guest Netwark Im DHCF Server IDisabIed 'l
Guest Metwork Narme (S5I1D) |MOTOROLA_GUEST IF Address |192.188.2.1
Closed Metwark Im Subnet Mask IW
WA Im Lease Poal Start W
WRAPSK IDiSﬂb|ed | Lease Pool End W

WRAZ IDiSElthd 'l Lease Time |864DD
WPAZ-PSK |Disabled «
| =l Apply |

Festore Guest Network Defaults |

WPANVYPAZ Encryption IDisabIed 'l

WRA Pre-Shared Key |

RADIUS Server ID_D.D.D
RADIUS Port |1812

RADIUS Key |

Group Key Rotation Interval |0

1

WRAMIPAZ Re-auth Interval |3600

WEP Encryption IDisabIed 'l
Shared Key Authentication IOptiDnaI Yl
802.1x Authentication IDisabIed 'l

Metwark Key 1 |

Metwark kKey 2 |

Metwork Key 3 I

Metwork Key 4 |

Current Metwork Key I 1 'l

FassPhrase |

Generate WEP Keys

Apply |
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Field

Guest Network

Current Guest Network

Guest Network Name (SSID)

Closed Network

DHCP Server

IP Address

Subnet Mask
Lease Pool Start
Lease Pool End

Lease Time
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Description

You may have several different wireless Guest Networks running
with different options. This field lets you select which wireless Guest
Network you want to modify.

When set to Enabled, beacon frames are transmitted with the Guest
SSID

Assigns a unique network name (SSID) for the guest network, which
appears in the beacon frames.

With a closed network, users type the SSID into the client application
instead of selecting the SSID from a list.

This feature makes it slightly more difficult for the user to gain
access.

Enables the DHCP server to give out leases to guest network clients
from the specified lease pool. If the DHCP server is disabled, guest
network STAs need to be assigned static IP addresses.

Specifies the gateway IP relayed to guest clients in DHCP lease
offers.

Specifies the subnet mask for the guest network.
Specifies the starting IP address for the guest network lease pool.
Specifies the ending IP address for the guest network lease pool.

Specifies the lease time for the guest network lease pool once the
Configuration Manager completes the WAN provisioning.
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Configuring the Wireless Clients

For each wireless client computer (station), install the wireless adapter by following the
instructions supplied with the adapter. Be sure to:

1. Insert the CD-ROM for the adapter in the CD-ROM drive on the client.
2. Install the device software from the CD.

3. Insert the adapter in the PCMCIA or PCl slot or connect it to the USB port.

Configure the adapter to obtain an IP address automatically.

On a PC with Wireless Client Manager installed, the =l iconis displayed on the Windows
task bar. Double-click the icon to launch the utility. You may need to do the following to use a
wireless client computer to access the Internet:

If You Performed: On Each Client, You Need to Perform:

Configuring WPA on the SVG2500 Configuring a Wireless Client for WPA or WPA2
Configuring WEP on the SVG2500 Configuring a Wireless Client for WEP

Configuring the Wireless Network Name Configuring a Wireless Client with the Network Name
on the SVG2500 (SSID)

Configuring a MAC Access Control List No configuration on client required

on the SVG2500

Configuring a Wireless Client for WPA

If you enabled WPA and set a PSK Passphrase by configuring WPA on the SVG2500,
you must configure the same passphrase (key) on each wireless client. The SVG2500
cannot authenticate a client if:

¢ \WPA is enabled on the SVG2500 but not on the client
® The client passphrase does not match the SVG2500 PSK Passphrase

Caution!

Never provide the PSK Passphrase to anyone who is not authorized to use your
WLAN.
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Configuring a Wireless Client for WEP

If you enabled WEP and set a key by configuring WEP on the SVG2500, you must
configure the same WEP key on each wireless client. The SVG2500 cannot
authenticate a client if:

¢ Shared Key Authentication is enabled on the SVG2500 but not on the client
¢ The client WEP key does not match the SVG2500 WEP key

For all wireless adapters, you must enter the 64-bit or 128-bit WEP key generated by
the SVG2500.

Caution!

ij Never provide the WEP key to anyone who is not authorized to use your WLAN.

Configuring a Wireless Client with the Network Name (SSID)

After you specify the network name on the Wireless Basic Page, many wireless
cards or adapters automatically scan for an access point, such as the SVG2500 and
the proper channel and data rate. If your card requires you to manually start scanning
for an access point, do so following the instructions in the documentation supplied
with the card. You must enter the same SSID in the wireless configuration setup for
the device to communicate with the SVG2500.
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The VPN pages allow you to configure and manage VPN tunnels. [ Basic |
You can click any VPN submenu option to view or change the | Ipsec |
configuration information for that option.

VPN BaSic Page Event Log

This page allows you to enable VPN protocols and manage VPN tunnels.

LITF Server |Disabled vl
FPTF Server Im
Configure |

|IPsec Endpointl Enahled 'l _

# Hame Status Control Configure
1 MNOT Connected TIA Edit| Delete
2 NOT Connected TNiA Edit| Delete
Add New Tunnel... |
Field Description
L2TP Server Enable or disable the Layer 2 Tunneling Protocol
PPTP Server Enable or disable the Point-to-Point Protocol
IPsec Endpoint Enable or disable the Internet Protocol Security protocol
Add New Tunnel Creates a new tunnel configuration and appends it to the table.

Click Edit to add the name and constructs of the tunnel for that tunnel.
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VPN IPsec Page

This page allows you to configure multiple VPN tunnels to various client PCs. You can
configure and store different tunnels, but you cannot enable them for ease of use
with connections and/or client PCs that are not constantly used.

For each tunnel configuration you store, its unique |IPsec parameters are stored
using the IPsec Settings section at the bottom of the page. You can click Show
Advanced Settings at the bottom of the page to display the advanced features that
control IPSEC key management and negotiation with the far endpoint.

Tunnel|1, vl Cielete Tunnel |

Marme | Addd Mew Tunnel |

[Disabled ~] Apply |

Local endpoint settings
Address groupwpellPsubnet 'l

Subnet 192.158.u.|0
Mask 55 285 255 .|U

Identity type |IP address j
Identity |

Remote endpoint settings
Address groupwpellPsubnet 'l

subnetfo o Jo o

Mask [265 [255 [265 [

Identity type |IP address j
Inentity |

MNetwork address tvpe |IP address j

Remote Address |D_D.D.D

IPsec settings

Pre-shared key [ErterAKey

Phase 1 DH group IGrDup1 (768 bits) 'l
Phase 1 encryption IDES "l

Phase 1 authentication IMDS YI
Phase 1 A lietime 28800 secands
Fhase 2 encryption Im

Phase 2 authentication m
Phase 2 8 lfetime [3600  seconds

Show Advanced Setings |

Apply |

Field Description
Tunnel Contains preset tunnels by their preset name. This allows you to
configure each tunnel individually.
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Field

Name

Enable drop-down

Local Endpoint Settings

Address group type

Identity Type

Identity
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Description

A generic, user-specified name for a group of settings for a single
tunnel.

Once the appropriate tunnel name is entered for the first time, click
Add New Tunnel to create a heading for the tunnel settings selected
from the Tunnel drop-down list. If no name is entered here, the
tunnels are sequentially named 1, 2, 3, and so on.

Once a particular VPN tunnel is named and configured, it can be
left stored and disabled or enabled via the Enable/Disable drop-
down list. Click Apply to make the "Enable/Disable" setting effective.

Set the local VPN access group as one of the following group
types:

e Single IP address — for one computer, enter the IP address
for the specific computer

e |P address range — for a small range of computers, enter
the starting and ending IP addresses for the group of
consecutive |IP address that will have access to the VPN
tunnel

e [P Subnet — for an entire subnet/network, enter the Subnet
and Mask

For IP address range and IP Subnet, enter the starting and ending
IP addresses for the group of consecutive IP address that will have
access to the VPN tunnel.

You can define the local endpoint identity type to automatically use
the WAN I[P address of the router or as a user-specified IP address,
fully qualified domain name (FQDN), or e-mail address. This is the
identity that the far endpoint will use for identification of the VPN
termination point and handshake.

The remote VPN endpoint on the other side of the tunnel should
match the settings here for its remote endpoint settings.

Once the identity type is selected, enter the identity string here.
e For IP address, enter X.X.X.X.

e For FQDN, enter yourdomain.com

e For email address identity, enter yourname@yourdomain.com

The remote VPN endpoint on the other side of the tunnel should
match the settings here for its remote endpoint settings.
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Field

Remote Endpoint Settings

Address group type

Identity type

Identity

Network address
type

Remote Address
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Description

Set the remote VPN access group to one of the following group
types:

¢ Single IP address — for one computer, enter the IP address
for the specific computer

e |IP address range — for a small range of computers, enter
the starting and ending IP addresses for the group of
consecutive |IP address that will have access to the VPN
tunnel.

e [P Subnet — for an entire subnet/network, enter the Subnet
and Mask

For IP address range and IP Subnet, enter the starting and ending
IP addresses for the group of consecutive IP address that will have
access to the VPN tunnel.

The remote VPN endpoint on the other side of the tunnel should
match the settings here for its local endpoint settings.

You can define the remote endpoint identity type to automatically
use the remote endpoint IP address, or as a user specified IP
address, fully qualified domain name (FQDN), or e-mail address.
This is the identity that the far endpoint will use for identification of
the VPN termination point and handshake.

The remote VPN endpoint on the other side of the tunnel should
match the settings here for its local endpoint settings.

Once the identity type is selected, enter the identity string here.
e For IP address, enter X.X.X.x.

e For FQDN, enter yourdomain.com

e For email address identity, enter yourname@yourdomain.com

The remote VPN endpoint on the other side of the tunnel should
match the settings here for its local endpoint settings.

Select the remote endpoint's WAN address type: IP address or
Fully Qualified Domain Name (FQDN)

Enter either the IP address of the remote endpoint or its FQDN.
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Field

IPsec Settings

Pre-shared key

Phase 1 DH group

Phase 1 encryption

Phase 1 authentication

Phase 1 SA lifetime
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Description

With VPN tunnels, there are two phases of Security Association
(SA). Phase 1 is used to create an IKE SA. After Phase 1 is
completed, Phase 2 is used to create one or more IPSEC SAs,
which are then used to key IPSEC sessions.

If one side of the VPN tunnel is using a unique firewall identifier (or
Pre-shared Key), the firewall identifier or Pre-shared Key should be
entered in the "Pre-shared Key" field.

There are three Diffie-Hellman groups to choose from: 768 bits,
1024 bits, and 1536 bits.

Diffie-Hellman is a cryptographic technique that uses public and
private keys for encryption and decryption. The higher the number
of bits selected from the options list, the more secure the
encryption. Options: Group 1 (768 bits), Group 2 (1024 bits), or
Group 5 (1536 bits).

Encryption is used to secure the VPN connection between
endpoints. Five different types of encryption are available: DES,
3DES, AES-128, AES-192, and AES-256. Any form off encryption
may be selected as long as the far endpoint matches. One of the
more common settings here is 3DES; however, AES is also a very
strong encryption method.

Authentication acts as another level of security. The two types of
authentication available are MD5 and SHA. SHA is recommended
because it is more secure. Either authentication type may be used
as long as the other end of the VPN tunnel uses the same method.

Specifies the lifetime of individual rotating keys.

Enter the desired number of seconds for the key to last until a re-
key negotiation between each endpoint is negotiated. The default
setting is 28,800 seconds.

A smaller lifetime is generally more secure, since it would give an
attacker a smaller amount of time to try to crack the key, but key
negotiation does take up bandwidth, so network throughput will be
sacrificed with small lifetimes. Entries here are typically in the
thousands or tens of thousands of seconds.
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VPN L2TP/PPTP Page

This page allows you to configure L2TP and PPTP server options.

FPF Address Range

stat[to o o Lt

Endfi0 o o 254
PP Security

MFPPE Encryption IEnabIed 'l
Apply |

Users

Username |

Password |

Confirm Password |

Add

User List
User listis empty.

L3TF Server
Preshared Phrase |
Apply |

Field Description
PPP Address Range Specify the starting and ending IP address range so that when the

Start tunnel is set up, the client and server side will get their IP address

End from this specified range.
PPP Security Microsoft Point to Point Encryption (MPPE) is a type of link encryption

MPPE Encryption

Username

Password
Confirm Password

Preshared Phrase
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used in PPTP. Link encryption means that the data sent along this
tunnel will be encrypted.

You can choose to enable or disable MPPE encryption.

Used to authenticate between the client and the server of the tunnel
that was created between them.

Enter a user password for authentication.
Enter the password again for confirmation.

Pre shared Phrase — A phrase used to authenticate when the
SVG2500 is acting as a Layer 2 Tunneling Protocol (L2TP) server.
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VPN Event Log Page

This page allows you to view the VPN Event Log. It shows a history of VPN
connections and activity in chronological order and shows the IP address of both
endpoints on the tunnel (remote and local).

Time JESCription

Event 1og is empty.

Refresh | Clearl

Click Refresh to update the Event Log table to show any changes since the web page
was last loaded.

Click Clear to clear the log table of its current contents and only the most recent data
will appear.
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The Multimedia Terminal Adapter (MTA) in your SVG2500 provides
digital voice-over-IP (VolP) services, which allow you to use the
Internet to make telephone calls. Basic telephone functions, such as
call waiting, three-way calling, voice mail, and fax transmissions, are
supported with this connection on the SVG2500.

You can click any MTA submenu option to view the status information
for that option.

MTA Status Page
This page displays the initialization status of the MTA.

Startup Procedure

T

Telephony DHCP Completed
Telephony Security Disabled
Telephony TFTP Completed

Telephony Call Server Registration L1: Operational / L2: Operational
Telephony Registration Complete  Pass wWith Warnings

MTA Line State

Line 1 On-Hook
Line 2 On-Haoak

MTA DHCP Page
This page displays the MTA DHCP lease information.

FQDN mtal0 1266080006 swiiey net

IP Address/Submask 206.19.581.247 / 255 2552550

Gateway 206.19.871.1

Bootfile trtpifsivprova swiew net/001A66080B06 Lin
Primary DNS 198.102.87.133

Secondary DNS 0.0.0.0

Lease Timers

Lease Time Remaining g? .DSD. g'a oo M:
Rebind Time Remaining D00 H: 00 M: 12 S: 58
Renew Time Remaining D: 00 H: 00 M: 01 S: 43

PacketCable DHCP Option 122

SNMP Entity (Sub-option 3) shvprova swidev.net
Kerberos Realm (Sub-option 6)
Provisioning Timer (Sub-option §)

116

Downloaded from www.Manualslib.com manuals search engine

Provisioning

Event Log



http://www.manualslib.com/

11 SVG2500 MTA PAGES

MTA QoS Page
This page displays the MTA Quality of Service (QoS) parameters.

Error Codewords

Unerrored Codewords 128653228
Correctable Codewords 0
Uncorrectable Codewords ]

Payload Header Suppression

PHS Status oM

Service Flows

Direction Primary Flow E
3543 Upstream Mo 238086
3544 Downstream MO 0
4133 Upstream Mo &)
4134 Downstream Mo 0
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MTA Provisioning Page

This page displays the MTA provisioning details about your SVG2500 VolP telephone

connection.

emtaMaintenanceControlMask
emtaiMaintenanceQuarantineTimaout

emtasignalingEmtaResetCleanupTimeout
emtaSignalingT38FaxRelaySuppert

Filename tftp:/fsbvprowd. swdev.net/001 A66080B06 bin
MTA Config File Contents
1.361414491 221 1 1.7.01
1.36.1.21.22.1.791
1361212217101
136.14144912221110.02
136.14.144912221.1.8.024
1.536.1.4.1.44581.2.2.21.1.8.040
1.536.1.4.1.4491.2.2.21.1.12.0 2427
1.36.1.4.1.4491.2.2.21.1.5.0 FFCO0000
1.36.1.4144912221.1.6.0FFC00000
136.14144912.22411.7.0 FFCO0000

Contents 136.1414491222121.1188 10
1.536.1.4.1.4491.2221.21.115.10 10
1.36.14.14491.222121.12781
1.36.14.14491.2.221.21.1.27101
1.3614144912221211.2888
136.1414491.222121128108
1.36.14.1.4491.2221.21.1.29 2427
1.536.1.4.1.4491.2.2.2.1.2.1.1.2.10 2427
1.36.1.4.1.4491.2.2.2.1.2.1.1.1.8 SBVYPROV3-CASWDEY .NET
1.36.1.4.1.4491.2.2.2.1.2.1.1.1.10 5BYPROV3-CA.SWDEY.NET
1.36141.11661.200.2.36.0 128
Vendor Specific TLY (TLY-43) Start: VendorlD 0803002040

)

emtalnhibitSwDownleadDuringCall false(2)

emtaFirewallEnable true(1)

emtaRingWithDCOffset false(2)

emtalncludedinCmMaxCpe false(2)

emtaDhcpOption packetCahleAndCahleHomeQbsalete(177)
emtaUseAlternateTelephonyRocotCert false(2)

emtaEnableDQoSLite false(2)

emtalnhibitNcsSyslog true(1)
emtaMaintenanceWindowEegin Thu Jan 01 00:00:00 1970
emtaMaintenanceWindowDuration 0

emtaMaintenanceDisconnectedTimeout 120
emtaMaintenanceRFDisconnectTimeout 300
emtaSignalingAnnouncementCtrl 0x00
emtaSignalingYoiceditterBufferType JitterBuffer TypeAdaptive(2)
emtaSignalingYoicelJitterNomyalue 30
emtaSignalingYoicedJitterMinyalue 0
emtasignalingYoiceJitterMaxvalue 60
emtasSignalingDataJditterNomValue 120
emtaSignalingDtmfTeneRelayRFC28335Suppert  true(1)
emtaSignalingRtpBaseReceiveUdpPort 53456

emtaSignalingEndptConnectionCleanupTimeout

(
Vendor Specific TLY (TLV-

End: Murn of TLY processed (in hex) 10

Oxffffffh0 [maintenanceOnCmReset(0) maintenanceOnMtaReset(2) maintenanceOnCMSLoss(3) |
120

i
0
true(1)
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11 SVG2500 MTA PAGES

MTA Event Log

This page displays the MTA Event Log information related to your SVG2500 VolP
telephone connection. It shows Diagnostic messages generated by the MTA. This
information is intended for use by a qualified technician.

Tirne

Endpoint

2007-08-08 16:25:06 &-Information 35 MTA Last 24 Hours: Count of Mo ACK rec'd from Call Agent=0

mtal01a66080006. swoev Net/206.19.81.247

2007-08-08 16:25.06 &-Information 35 MTA Last 24 Hours: Average Latency for Response to MGCP Messages=0 ms

mtal01a66080006. swoev Net/206.19.81.247

2007-08-058 16:25:06 S-Information 35 MTA Last 24 Hours: Average Latency wia RTCP Packets=0 ms

mtal01a66080006. swoev.net/206.19.81.247

2007-08-08 16:25:06 S-Information 35 MTA Last 24 Hours: Maximurm Jitter Measurements=0

mtal01a66030006.swdev.net/206.19.81.247

2007-08-08 16:25:06 &-Information 35 MTA Last 24 Hours: Average Jitter Measurements=0

mtal01a66030006.5woev.net/206.19.81.247

2007-08-07 16:25:06 &-Information 35 MTA Last 24 Hours: Count of Mo ACK rec'd from Call Agent=0
119
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12 SVG2500 BATTERY PAGES

The Battery pages show varying status information on the batteries

installed in the SVG2500.

You can click any Battery submenu option to view the status
information for that option.

Interface Delay

NOTE: A backup battery is not available for some models of the SVG2500.

Battery Controller Page

This page displays the status of the SVG2500 battery controller.

Battery Charge Module Software

Driver BCM33E63 BMU Picocode rew 1.3.4L
Tue Jun 19 10:52:26 2007

Built

Battery Status

Current Power Source Litility
Number Of Batteries 1

Input Yoltage 14006 v
Temperature 39 deg. C

Estimated Time Remaining 580 minutes

Field

Driver

Built

Current Power Source

Number of Batteries

Input Voltage

Temperature

Estimated Time Remaining

Downloaded from www.Manualslib.com manuals search engine

Description

Shows the Revision Level of the PICO microcode. The PICO is the
module within the BCM3368 that is responsible for managing the
battery charge and discharge circuitry.

Shows the date and time of the PICO microcode build used by the
unit.

Shows the active power source for the unit as utility (when operating
on AC) or battery.

Shows the number of batteries currently installed in the battery pack.

Shows the current voltage (mV) being supplied to the unit by the
active power source.

Shows the current internal temperature (degrees Celsius) of the unit,
as measured by the temperature-sensing resistor.

Shows the estimated time left before the battery power is depleted.
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Battery UPS Page

This page displays the status of the individual batteries.

Field

Status

Capacity

Measured Voltage

Estimated Time
Remaining

Status Good
Capacity 2200 maH
Measured Voltage 12525 mb

Estimated Time Remaining 580 minutes

Description

Shows whether Battery A and/or Battery B are currently installed in the
battery pack. Note that some units are only capable of supporting
Battery A.

Shows a measure of each installed battery's total capacity in milliamp
hours. For example, 2200 mAH capacity means the battery can deliver
2200 mA for 1 hour.

Shows the voltage (mV) each installed battery is currently capable of
delivering.

Shows the estimated time left before the battery power for each
installed battery is depleted.

Battery Interface Delay Page

This page displays the shutdown delay for the various user interfaces when
switching to battery power. N/A indicates that the interface will not be shut down.

Field

Interface

Delay(s)

Downloaded from www.Manualslib.com manuals search engine

Interface

DOCSIS CM 0

Ethernet A

UsB A

WiFi 0
Description

Identifies the components of the unit that are subject to deactivation
when the unit is operating on battery power.

For each component shown under Interface, the corresponding Delay
fields show the elapsed time for each component before the component
is automatically deactivated following a shift to battery power. Note that
N/A indicates that the component will not be deactivated.
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13 TROUBLESHOOTING

Solutions

If the solutions listed here do not solve your problem, contact your service provider. Before
calling your service provider, try pressing the reset button on the rear panel of the SVG2500.
Resetting the SVG2500 may take 5 to 30 minutes. Your service provider may ask for the
status of the lights as described in Front-Panel Lights and Error Conditions.

Problem

Power light is off

Cannot send or
receive data

Problems related to
unsuccessful USB driver
installation

A wireless client(s)
cannot send or receive
data

Downloaded from www.Manualslib.com manuals search engine

Possible Solution

Check that the SVG2500 is properly plugged into the electrical outlet.
Check that the electrical outlet is working.

Press the Reset button.

On the top front panel, note the first light that is off. This light indicates
where the error occurred, as described in Front-Panel Lights and Error
Conditions. If you have cable TV, check that the TV is working and the
picture is clear. If you cannot receive regular TV channels, the data service
and VolP telephone service will not function.

Check the coaxial cable at the SVG2500 and wall outlet. Hand-tighten if
necessary.

Check the IP address. Follow the steps for verifying the IP address for
your system described in Configuring TCP/IR. Call your service provider if
you need an |P address.

Check that the Ethernet cable is properly connected to the SVG2500 and
the computer.

Remove the USB driver. Follow the appropriate procedure for your system
in Installing USB Drivers.

Perform the first four checks in “Cannot send or receive data.”
Check the Security Mode setting on the Wireless Security Page:

e |f you enabled WPA and configured a passphrase on the SVG2500, be
sure each affected wireless client has the identical passphrase. If this
does not solve the problem, check whether the wireless client supports
WPA.

e |f you enabled WEP and configured a key on the SVG2500, be sure each
affected wireless client has the identical WEP key. If this does not solve
the problem, check whether the client’s wireless adapter supports the
type of WEP key configured on the SVG2500.

¢ To temporarily eliminate the Security Mode as a potential issue, disable
security.

After resolving your problem, be sure to re-enable wireless security.
On the Wireless Basic Page:

e Check whether you turned on Disable SSID Broadcast. If it is on, be
sure the network name (SSID) on each affected wireless client is identical
to the SSID on the SVG2500.

* On the Wireless Access Control Page, be sure the MAC address for
each affected wireless client is correctly listed.
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Problem Possible Solution

Slow wireless On the Wireless Security Page, check whether the WPA Encryption type
transmission speed with  is TKIP If all of your wireless clients support AES, change the \WPA

WPA enabled Encryption to AES.

Front-Panel Lights and Error Conditions

Light Turns Off During Startup If: Turns Off During Normal Operation If:
DS The downstream receive channel cannot be The downstream channel is lost
acquired
us The upstream send channel cannot be The upstream channel is lost
acquired
ONLINE IP registration is unsuccessful The IP registration is lost
POWER The SVG2500 is not properly plugged into the ~ The SVG2500 is unplugged

power outlet

Removing USB Drivers

Removing the USB Driver in Windows 2000

1. Select Control Panel from either the Windows Start menu or Windows Desktop to
display the Control Panel window.

ST
File Edit View Favorites Tools  Help
4= Back ~ = - ‘ Qi 5earch O Falders @l B x = ‘ -

Adress [ Control Panel =] e
o | e | o — L £ Eil'

(| i o © =

e Accessibiity  Add/Remove  AddjRemove Administrative  Automatic DatejTime Display
Control Panel Options Hardware Programs Tools Updates
System Eﬁf A~ % i” @ @ (==
Provides system information and
changes emvironment settings Folder Options Fonts Gaming Internet Keyboard Mouse Metwork and
Optiors Options Diak-up Co...
Windows Update s
Windows 2000 Support ¥ - .
< g ]
MNYIDIA nview  Phone and  Power Options Printers Regional Scanners and  Scheduled
Desktop M., Modem ... Options Cameras
o ¢« 8 &

SoundMay Sounds and
Multimedia

Users and
Passwards

|Provides system information and changes enviranment: settings [ S My Computer y

2. Double-click System to display the System Properties window.
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3. Click the Hardware tab.
2

Generall Metwork |dentification  Hardware | User Profilesl Advancedl

— Hardware ‘Wizard

The Hardware wizard helps you install, uninstall, repair,
unplug, eject, and configure pour hardware.

Hardware ‘Wizard...

— Device Manager

The Device Manager liztz all the hardware devices installed
on pour computer. Uze the Device Manager to change the
properties of any device.

Diriver Signing... Device Manager...

— Hardware Frafile:

Hardware profiles provide a way for you to set up and store
different hardware configurations.

Hardware Profiles... |

QK. I Cancel | Apply |

4. Click Device Manager to display the Device Manager window.

~lo(x|

Computer
- Disk drives

W Display adapters
{4} DVDCD-ROM drives
--% Floppy disk contrallers
[#-& Floppy disk drives
-5 IDE ATAIATAPT controllers
-8 Keyboards
7y Mice and other pointing devices
W Manicors
Eﬂﬁ Metwark adapters
L BB Marvel vukon S5E2001/2003/80

10 PCI Gigabit Ethernet Controller #2
P IP G

5 Ports (COM & LPT
--<Ej$ Sound, video and game controllers
=0 Storage volumes

W] Systern devices
= Universal Serial Bus controllers

| |
5. Double-click Network Adapters to expand the list.

6. Click Motorola SURFhoard Voice over IP Gateway. The Uninstall icon is displayed on the
menu bar at the top of the window.
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7. Click the Uninstall icon. The Confirm Device Removal window is displayed.

Confirm Device Removal e |

Motorola SURFboard Yoice over IP Gateway

Warning: You are about to uninstall this device from your spstem.

Ok I Cancel

8. Click OK to close the Device Manager window.

9. Close the Control Panel window.

Removing the USB Driver in Windows XP

1. Select Control Panel from either the Windows Start menu or Windows Desktop to
display the Control Panel window. The display varies, depending on the Windows
XP view options. The Category view is shown below.

B Control Panel
File Edit Wiew Favorites Tools Help

Gﬁack O lﬁ pSearch [E: Folders Ev

Address ﬂ- Cantrol Panel

@ switch to Classic igw

See Also

Pick a category
@ Appearance and Themes Printers and Other Hardware

‘ Windows Update /
@) Help and Support \ Network and Internet Connections _ 1w~ User Accounts

A Dr HEmOve Prograimns U Datg, Time, Language, and Regional
Options

- | !:4) Sounds, Speech, and Audio Devices Accessibility Options

‘\_‘ Performance and Maintenance \ Security Center

2. If a Category view similar to the image above is displayed, click Performance and
Maintenance to display the Performance and Maintenance window. Otherwise,
skip to step 5.
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3. Click System to display the System Properties window. Skip to step 6.

B Performance and Maintenance

File: Toals

@Back - Q @ psaarch [E_" Folders v

Edit  Wview Favorites Help

Address B’ Perfarmance and Maintenance

Performance and Maintenance
See Also

Filz Types
ﬁ System Restare

-
Pick a task...
Troubleshooters El

m Startup and Shutdaown E| Adjust visual effects

[] Free up space on your hard disk

E| Back up your data

See basic information about your computer

E| Rearrange items on your hard disk to make programs run faster

or pick a Control Panel icon

%

T Administrative Tools

Power Dptions

~ -
ﬁ sScheduled Tasks :]..r system

4.
display the System Properties window.

B Control Panel

File Edit ‘Wiew Favorites  Tools  Help

@ Back @ lﬁ p Seatch [B Folders v

If a Classic view similar to the following is displayed, double-click System to

v|Go

Address [} Control Panel

E" Control Panel

Accessibility  Add Hardware Add or Administrative  Automatic  Date and Time Display
D Switch to Categary View Options Remaov... Taols Updates
¥ 3 e P e D @
I/ ( g
See Also LJ L
Falder Options Fants Game Internet Keyboard Mause Metwark
‘ Windows Lpdate Controllers Options Connections
!)) Help and Support e T e <A
2 L % & @8 B
Metwork Setup Phone and  Power Options  Printers and  Regional and  Scanmers and  Scheduled
Wizard Modem ... Faxes Language ... Cameras Tasks
Security SoundMayx  Sounds and Speech n Taskbar and  User Accounts
Center Audio Devices Skart Meru
e <«
Windows Wireless
Firewall  MNebwork Set..,

D w9

P &
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5. Click the Hardware tab to display the Hardware page.

System Properties

Suztem Restare Automatic Updates Femate

General Comnputer Mame Hardware Advanced

Device Manager

The Device Manager lists all the hardware devices installed
= an your computer. Use the Device Manager to change the
properties of any device.

Device b anager

Drrivers
e Diriver Signing lets you make sure that installed drivers are

compatible with Windows. windows | pdate lats pou zet up
haow Windows connects to Windows Update for drivers.

[ Diriver Signing ] [ Windows Update

Hardware Profiles

Hardware profiles provide a way for you to set up and store
different hardware configurations.

[ Hardware Profiles ]

[ Ok, l[ Cancel ]

6. Click the Device Manager button to display the Device Manager window.

Device Manager

File Action View Help

& =2 =
= TEST1
'y Compuker
g Disk drives

§ Display adaphers
i DWDJCO-ROM drives
1= Floppy disk controllers
_ﬂ. Floppy disk drives
(= IDE ATAJATAPT controllers
‘Z Keyboards
") Mice and ather pointing devices
® Monitors
HE Metwork adapters
HS Marvel Yukon §5E5001/3003/3010 PCI Gigabit Ethernet Contraller
- Mokoro ] 3
- 5 Ports (COM & LPT)
+ ﬂ Processors
+- @, sound, video and game controllers
+|- e Storage volumes

+ System devices
+ Universal Serial Bus controllers

+
+
+
+
+
+
4
+
+
+

7. Double-click Network adapters.

8. Click the Motorola SURFhoard Voice over IP Gateway. The Uninstall icon is displayed on
the window near the top.
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9. Click the Uninstall icon.

Caonfirm Device Remowal

Motorala SUURFboard Yoice aver IP G ateway

Warning: 'ou are about to uningtall thiz device from pour system.

L 0K J [ Cancel

10. Click OK to uninstall the SVG2500 USB driver.

11. Close the Device Manager and Control Panel windows.

Removing the USB Driver in Windows Vista
1. Select Control Panel from either the Windows Start menu or Windows Desktop to
display the Control Panel window.

rE

4 [ » ControlPanel » ©

Name’ Category
. [@Add Hardware ..QReg\onaI and Language Options
lassic View Admini;trative Tools % Scanners and Cameras
(I AutoPlay @ Security Center
% Backup and Restore Center ﬂ' Sound
EJ Color Management é Speech Recognition Options
Date and Time @ Sync Center
(@ Default Programs 18 Systemn
4 Device Manager lgﬂTab\et PC Settings
@Ease of Access Center [ Taskbar and Start Menu
Folder Options 2| Text to Speech
(4 Fonts 82, User Accounts
ﬁ Game Controllers W Welcome Center
&Indaing Options ';.Winduw;Anytime Upgrade
nternet Options E Windows CardSpace
% iSCS] Initiator e Windows Defender
&2 Keyboard @ Windows Firewall
JF Mouse B Windows Sidebar Properties
EL: Metwork and Sharing Center '-ﬁ-‘Window; SideShow
* Parental Controls QWlnduw; Update
f Pen and Input Devices
.-1 People Mear Me
M Performance Information and Tools
!l Personalization

| Panel Home

3 Power Options

@ Printers

@ Problem Reports and Solutions
Programs and Features
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2. Click System to display the System Properties window.

FER)

> ControlPanel » System ©

Tasks . .. .
= View basic information about your computer
¥ Device Manager
. Windows edition
(¥ Remote settings
~ Windows Vista™ Home Premium
[y System protection
’ s Copyright @ 2006 Microsoft Corporation. All rights reserved.
[y Advanced s, n settings Upgrade Windows Vista

System

Rating: m Windows Experience Index: Unrated

Processor: Intel(R) Pentium(R) 4 CPU 3.00GHz 3.01 GHz
Memory (RAM): 1023 MB
System type: 32-bit Operating System

Computer name, demain, and workgroup settings
Computer name: tester-PC @Change settings
See also Full computer name: tester-PC

Windows Update Computer description:

Security Center Workgroup: WORKGROUP

Performance Windows activation

File Action View Help

= B E HE| & F %S
-84 TESTER-PC

1% Computer

-y Disk drives

‘% Display adapters

-4 DVD/CD-ROM drives

- Floppy disk drives

£ Floppy drive controllers

L IDE ATA/ATAPI controllers

-2z Keyboards

ﬂ Mice and other pointing devices

- B Menitors

=¥ Network adapters
-8 Marvell Yukon B8E8001/8003/8010 PCI Gigabit Ethernet Controller
I? Meotorola SURFboard Voice over IP Gateway

Bl Portable Devices

5" Ports (COM & LPT)

-2k Processors

lﬂ Sound, video and game controllers

€& Storage controllers

-4M System devices

a Universal Serial Bus controllers
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4. Select Action and click Uninstall to display the confirmation window.

Canfirm Device Uninstall ﬁ

L-' Matorola SUURFboard Voice aver IP Gateway

Waming: You are about to uninstall this device from your system.

[7] Delete the driver software for this device.

| ok || Ccanesl

-

5. Click OK to uninstall the SVG2500 USB driver.

6. Close the Device Manager and Control Panel windows.
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14 CONTACT US

If you need assistance while working with the SVG2500, contact your Internet Service
provider.

For information about customer service, technical support, or warranty claims, see the
Motorola Regulatory, Safety, Software License, and Warranty Information card provided with
the SVG2500.

For answers to typical questions, see Frequently Asked Questions.
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15 FREQUENTLY ASKED QUESTIONS

Here are answers to questions our customers frequently ask:
Q What is high-speed cable Internet access?

A Cable Internet access uses cable television wires instead of telephone lines to
connect to the Internet. It is extremely fast and does not tie up telephone lines for
incoming or outgoing calls and faxes.

Q How fast is the Motorola SVG2500 SURFboard Wireless Voice Gateway?

A Cable modems offer Internet access at speeds up to 100 times faster than a
traditional phone modem. You can experience speeds of over 1,000 Kbps. Network
conditions such as traffic volume and the speed of the sites you visit can affect
download speeds.

Q How many users can one SVG2500 support?

A A single SVG2500 can support up to 245 users, each assigned a unique IP
address, on a Class C network.

Q What is Network Address Translation?

A NAT is a technigue to translate private IP addresses on your LAN to a single IP
address assigned by your service provider that is visible to outside users on the
Internet.

QWhat are IEEE 802.11g and IEEE 802.11b?

A They are |IEEE wireless network standards.

QWhat type of firewall is provided on the SVG2500?

A The SVG2500 provides a stateful-inspection firewall. For more information, see
Section 7, SVG2500 Firewall Pages.

QWhat wireless security measures are provided on the SVG2500?

A To protect data transmitted over wireless connections, the SVG2500 supports
WPA or WEP encryption and MAC access control lists. For information, see Setting
Up Your Wireless LAN.

QWhy is there no Standby button?

A As a security measure, some Motorola cable modems provide a Standby button to
temporarily suspend the Internet connection. Because enabling the SVG2500
firewall provides high security levels while the SVG2500 is connected, the Standby
button is not required.
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Q Can I still watch cable TV while using my SVG2500?

AYes, your cable TV line can carry the TV signal while you send and receive
information on the Internet.

Q What are CableLabs Certified, DOCSIS, and Euro-DOCSIS?

A CablelLabs Certified, DOCSIS, and Euro-DOCSIS are the industry standards for
high-speed data distribution over cable television system networks. They are
intended to ensure that all compliant cable modems interface with all compliant
cable systems. Your SVG2500 is DOCSIS or Euro-DOCSIS certified.

Q If I have an SVG2500, can | still use my old 28.8 Kbps or 56 Kbps modem?
A Yes you can. However, once you've experienced the speed of cable Internet
access, you'll never again want to wait for traditional dial-up services.

Q Do | need to subscribe to cable TV to get cable Internet access?

A No, but you will need to subscribe to cable Internet service. Some systems
require that you subscribe to basic service before you can get Internet access and/or
offer a discount when you use your own SVG2500. Check with your local cable
company for specific information.

Q What type of technical support is available?

A For questions about your Internet service, connection, or SVG2500, call your
Internet service provider.

Q What do | do if my SVG2500 stops working?

A Troubleshooting provides tips to diagnose problems and simple solutions. If you
continue to have problems, call your Internet service provider.

Q Can multiple game players on the SVG2500 LAN log onto the same game
server and play simultaneously with just one public IP address?

A It depends on the game server. For more information about gaming, see Gaming
Configuration Guidelines.
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16 SPECIFICATIONS

GENERAL

Standards

Cable Interface
Network Interface
Wireless Interface

Dimensions
(w/0 antenna)

INPUT POWER

North America
Outside North America

ENVIRONMENT

Operating Temperature
Storage Temperature
Operating Humidity
DOWNSTREAM

Modulation

Maximum Data Rate*
Bandwidth

Symbol Rates
Operating Level Range
Frequency Range

Input Impedance

Interoperates with DOCSIS and Euro-DOCSIS 2.0/1.1 and PacketCable
and Euro-PacketCable 1.5/1.0 (SIP and CableHome 1.1 optional)

F-connector, female, 75 Q
One USB, four 10/100 Ethernet ports
802.11b/g Wi-Fi

26.7cm L x 1841 cmWx5.72cm H
(10.50 in x 725 in x 2.25 in)

105 to 125 VAC, 60 Hz
100 to 240 VAC, 50 to 60 Hz

0° C to 40° C (32° F to 104° F)
—-30° C to 80° C (-22° F to 176° F)
0 to 95% R.H. (non-condensing)

64 or 256 QAM

38 Mbps (256 QAM at 5.361 Msym/s)

6 MHz

64 QAM at 5.069 Msym/s, 256 QAM at 5.361 Msym/s
-15to 15 dBmV

88 to 860 MHz

75 Q (nominal)

*When comparing download speeds with a traditional 28.8k analog modem. Actual speeds will vary and
are often less than the maximum possible. Several factors affect upload and download speeds, including,
but not limited to, network traffic and services offered by your cable operator or broadband service

provider, computer equipment, type of service, number of connections to server, and availability of Internet

route(s).
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GENERAL

UPSTREAM

Modulation 8*¥**, 16, 32***, 64*** 128*** QAM or QPSK

Maximum Channel Rate 30 Mbps**

Bandwidth 200 kHz, 400 kHz, 800 kHz, 1.6 MHz, 3.2 MHz, 6.4 MHz***
Symbol Rates 160, 320, 640, 1280, 2560, 5120*** ksym/s

Operating Level Range
A-TDMA 8 to 54 dBmV (32, 64 QAM),
8 to 55 dBmV (8, 16 QAM) ,
8 to 58 dBmV (QPSK)

S-CDMA 8 to 53 dBmV (all modulations)
Output Impedance 75 Q (nominal)
Frequency Range 5 to 42 MHz (edge to edge)
TELEPHONY
Line Type 2-wire
Hook State Signaling Loop start
Maximum Line Length 500 ft (AWG 26/0.4 mm @ 65 °C)
(one-way)
DTMF Level 0 and —20 dBm
Sensitivity Range
Speech Coding 64 kbps PCM, p-law or A-law companding; support for G.711, G.726,
G.728, G.729, G.723.1, iLBC, and BV16/32 codecs
Line Termination Configurable based on market needs
Loss Plan
Receive (D/A) 4 dB
Transmit (A/D) 2 dB (configurable based on market needs)
Loss PlanTolerance +1 dB; 60/50 Hz loss >20 dB (one-way) (referenced to off-hook loss at
1,004 Hz)
Ringing Wave Form Quasi-trapezoidal
Ringing Crest Factor 1.2 <CF <1.6
Ring Trip (maximum) 200 mS with 300 W termination

**Actual data throughput will be less due to physical layer overhead (error correction coding, burst
preamble, and guard interval).

***With A-TDMA or S-CDMA enabled Cable Modem Termination System (CMTS,).
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16 SPECIFICATIONS

GENERAL
NETWORK

Gateway

Wireless LAN

Power Management

802.11 i Security

Mobile Pairing

Regulatory Domains

Transmit Power Output
IEEE 802.11b
IEEE 802.11g

Receiver Sensitivity

DHCR NAT, VPN endpoint, VPN tunneling; static routing and dynamic IP
routing (RIPv1, RIPv2); SPI firewall with DoS protection and intrusion
prevention; port, packet, and URL keyword filtering; full suite of ALGs;
UPNnP IGD 1.0

802.11b/g Wi-Fi, two external removable antennas, WDS bridging,
802.11e WMM admission control, QoS

802.11e WMM power save/U-APSD (Unscheduled-Automatic Power
Save Delivery)

WEP-64/128, WPA-PSK, WPA, WPA2, TKIP AES, 802.1x, 802.11i
(pre-authentication)

Userfriendly Wi-Fi—protected setup (WPS) for secure mobile pairing with
compatible dual-mode handset

To include US, Canada, ETSI, World

19 dBm +1/-1.5 dB at all rates in all channels
16 dBm +1/-1 dB at 54 Mbps in all channels
> -90 dBm at 11 Mbps;
> =74 dBm at 54 Mbps

All features, functionality, and other product specifications are subject to change

without notice or obligation.

Certain features may not be activated by your service provider and/or their network
settings may limit the feature’s functionality. Additionally, certain features may
require a subscription. Contact your service provider for details. All features,
functionality, and other product specifications are subject to change without notice
or obligation. Battery back-up times may vary based on many factors, including the
battery age, charging state, storing conditions, and operating temperature, as well as
by factors such as data activity and length of active telephone calls.

Downloaded from www.Manualslib.com manuals search engine

136


http://www.manualslib.com/

17 GLOSSARY

This glossary defines terms and lists acronyms used with the SVG2500.

A
TERM

access point

adapter

address
ALG

American Wire

ANSI

ANX
ARP

ASCII

attenuation

authentication
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DEFINITION

A device that provides WLAN connectivity to wireless clients
(stations). The SVG2500 acts as a wireless access point.

A device or card that connects a computer, printer, or other
peripheral device to the network or to some other device. A
wireless adapter connects a computer to the WLAN.

See NAT translation.

Some file transfer (for example, FTP), game, and video
conferencing applications require application-level gateway
triggers to open one or more ports to enable the application to
operate properly.

A standard system used to designate the size of electrical
conductors; gauge numbers are inverse to Gauge (AWQ) size.

The American National Standards Institute is a non-profit,
independent organization supported by trade organizations,
industry, and professional societies for standards development in
the United States. This organization defined ASCII and
represents the United States to the International Organization
for Standardization.

Automotive Network Exchange

Address Resolution Protocol broadcasts a datagram to obtain a
response containing a MAC address corresponding to the host IP
address. When it is first connected to the network, a client
sends an ARP message. The SVG2500 responds with a
message containing its MAC address. Subsequently, data
sent by the computer uses the SVG2500 MAC address as its
destination.

The American Standard Code for Information Interchange
refers to alphanumeric data for processing and
communication compatibility among various devices;
normally used for asynchronous transmission.

The difference between transmitted and received power
resulting from loss through equipment, transmission lines, or
other devices; usually expressed in decibels.

A process where the CMTS verifies that access is authorized,
using a password, trusted IP address, or serial number.
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TERM

authorization

auto-MDIX

B
TERM
bandwidth

Baseline
Privacy

Baud

BCP
BER

binary

bit rate

BPKM

bps

DEFINITION

Part of the process between a CMTS and the cable modem or
gateway to enable Baseline Privacy.

Automatic medium-dependent interface crossover detects
and corrects cabling errors by automatically reversing the
send and receive pins on any port. It enables the use of
straight-through wiring between the SVG2500 Ethernet port
and any computer, printer, or hub.

DEFINITION

The transmission capacity of a medium in terms of a range of
frequencies. Greater bandwidth indicates the ability to transmit
more data over a given period of time.

An optional feature that encrypts data between the CMTS and
the cable modem or gateway. Protection of service is provided
by ensuring that a cable modem or gateway, uniquely identified
by its MAC address, can only obtain keys for services it is
authorized to access.

The analog signaling rate. For complex modulation modes, the
digital bit rate is encoded in multiple bits per baud. For example,
64 QAM encodes 6 bits per baud, and 16 QAM encodes 4 bits
per baud.

Binary Communication Protocol

The bit error rate is the ratio of the number of erroneous bits or
characters received from some fixed number of bits transmitted.

A numbering system that uses two digits, 0 and 1.

The number of bits (digital Os and 1s) transmitted per second in
a communications channel. It is usually measured in bits per
second bps.

Baseline Protocol Key Management encrypts data flows
between a cable modem or gateway and the CMTS. The
encryption occurs after the cable modem or gateway

registers to ensure data privacy across the RF network.

Bits per second
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TERM
bridge

broadband

broadcast

C
TERM

CableHome

CableLabs

cable modem

cable modem
configuration
file
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DEFINITION

An OSI layer 2 networking device that connects two LANs using
similar protocols. It filters frames based on the MAC address
to reduce the amount of traffic. A bridge can be placed
between two groups of hosts that communicate a lot
together, but not so much with the hosts in the other group.
The bridge examines the destination of each packet to
determine whether to transmit it to the other side. See also
switch.

High bandwidth network technology that multiplexes
multiple, independent carriers to carry voice, video, data, and
other interactive services over a single cable. A communications
medium that can transmit a relatively large amount of data in a
given time period. A frequently used synonym for cable TV
that can describe any technology capable of delivering multiple
channels and services.

Simultaneous transmission to multiple network devices; a
protocol mechanism supporting group and universal
addressing. See also multicast and unicast.

DEFINITION

A project of CablelLabs and technology suppliers to develop
interface specifications for extending high-quality, cable-based
services to home network devices. It addresses issues such as
device interoperability, QoS, and network management.
CableHome will enable cable service providers to offer more
services over HFC. It will improve consumer convenience by
providing cable-delivered services throughout the home.

A research consortium that defines the interface
requirements for cable modems and acknowledges that tested
equipment complies with DOCSIS.

A device installed at a subscriber location to provide data
communications over an HFC network. Unless otherwise
specified, all references to “cable modem” in this
documentation refer to DOCSIS or Euro-DOCSIS cable
modems only.

File containing operational parameters that a cable modem or
gateway downloads from the Internet Service provider TFTP
server during registration.
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TERM

circuit-switched

Class C
network

client

CMTS

CNR

coaxial cable

CoS

CPE

crosstalk
CSMA/CD

D
TERM

datagram

DEFINITION

Network connection scheme used in the traditional PSTN
telephone network, where each connection requires a
dedicated path for its duration. An alternative is packet-switched.

An IP network containing up to 253 hosts. Class C IP addresses
are in the form “network.network. network. host.”

In a client/server architecture, a client is a computer that
requests files or services, such as file transfer, remote login, or
printing from the server. Also called a CPE.

On a WLAN, a client is any host that can communicate with
the access point. A wireless client is also called a “station.”

A cable modem termination system is a device in the cable
system headend that interfaces the HFC network to local or
remote |IP networks to connecting IP hosts, cable modems or
gateways, and subscribers. It manages all cable modem
bandwidth. It is sometimes called an edge router.

carrier to noise ratio

A type of cable consisting of a center wire surrounded by
insulation and a grounded shield of braided (coax) wire. The
shield minimizes electrical and radio frequency interference.
Coaxial cable has high bandwidth and can support transmission
over long distances.

Class of service traffic management or scheduling functions are
performed when transferring data upstream or downstream on
HFC.

Customer premise equipment, typically computers,
printers, etc., are connected to the cable modem or
gateway at the subscriber’s location. CPE can be provided by
the subscriber or the Internet Service provider. Also called a
client.

An undesired signal interfering with the desired signal.

Carrier sense multiple access with collision detection

DEFINITION

In RFC 1594, a datagram is defined as “a self-contained,
independent entity of data carrying sufficient information to be
routed from the source to the destination computer without
reliance on earlier exchanges between this source and
destination computer and the transporting network.” For the
most part, it has been replaced by the term packet.
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TERM

default route

dB
dBc

DBm

dBmV

demodulation

DHCP

distortion

DMZ
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DEFINITION

The route by which packets are forwarded when other routes in
the routing table do not apply.

decibel

Signal level expressed in dB relative to the unmodulated carrier
level desired.

A unit of measurement referenced to one milliwatt across
specified impedance. 0dBm = 1 milliwatt across 75 ohms.

Signal level expressed in dB as the ratio of the signal power in a
75-ohm system to a reference power when 1 mV is across 75
ohms.

An operation to restore a previously modulated wave and
separate the multiple signals that were combined and
modulated on a sub carrier.

A Dynamic Host Configuration Protocol server dynamically
assigns IP addresses to client hosts on an IP network. DHCP
eliminates the need to manually assign static IP addresses
by “leasing” an IP address and subnet mask to each client. It
enables the automatic reuse of unused |P addresses.

The SVG2500 is simultaneously a DHCP client and a DHCP
server.

A DHCP server at the cable system headend assigns a public IP
address to the SVG2500 and optionally to clients on the
SVG2500 LAN.

The SVG2500 contains a built-in DHCP server that assigns
private IP addresses to clients.

An undesired change in signal waveform within a transmission
medium. A nonlinear reproduction of the input waveform.

A "de-militarized zone" is one or more hosts logically located
between a private LAN and the Internet. A DMZ prevents direct
access by outside users to private data. (The term comes from
the geographic buffers located between some conflicting
countries, such as North and South Korea.) In a typical small
DMZ configuration, the DMZ host receives requests from private
LAN users to access external web sites and initiates sessions for
these requests. The DMZ host cannot initiate a session back to
the private LAN. Internet users outside the private LAN can
access only the DMZ host. You can use a DMZ to set up a web
server or for gaming without exposing confidential data.
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TERM
DNS

DOCSIS

domain name

dotted-decimal
format

download

downstream

driver

DSL
DSSS

DEFINITION

The Domain Name System is the Internet system for converting
domain names to IP addresses. A DNS server contains a table
matching domain names, such as Internetname.com, to IP
addresses, such as 192.169.9.1. When you access the world-
wide web, a DNS server translates the URL displayed on the
browser to the destination website |IP address. The DNS lookup
table is a distributed Internet database; no one DNS server lists
all domain names to IP address matches.

The CablelLabs Data-Over-Cable Service Interface Specification
defines interface standards for cable modems, gateways, and
supporting equipment to deliver data between an HFC network
and computer systems or television sets. To emphasize its use
as a cable modem standard, DOCSIS is now called CableLabs
Certified Cable Modems. Euro-DOCSIS is DOCSIS adapted for
use in Europe.

A unigue name, such as motorola.com, that maps to an IP
address. Domain names are typically much easier to remember
than are IP addresses.

A method of representing an IP address or subnet mask using
four decimal numbers called octets. Each octet represents
eight bits.

In a class C IP address, the octets are
“network.network.network.host.” The first three octets
together represent the network address and the final octet is
the host address. In the SVG2500 LAN default configuration,
192.168.100 represents the network address. In the final octet,
the host address can range from 2 to 254.

To copy a file from one computer to another. You can use
the Internet to download files from a server to a computer.
A DOCSIS or Euro-DOCSIS cable modem or gateway
downloads its configuration file from a TFTP server during start-

up.
In a cable data network, the direction of data received by the
computer from the Internet.

Software that enables a computer to interact with a network or
other device. For example, there are drivers for printers,
monitors, graphics adapters, modems, Ethernet, USB, HPNA,
and many others.

Digital Subscriber Line

Direct Sequence Spread Spectrum is an IEEE 802.11b RF
modulation protocol.
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TERM

dynamic IP
address

E
TERM

encapsulate
encode
encrypt

endpoint

Ethernet

Euro-DOCSIS

event

expansion slot

EAP

F
TERM
FCS

F-type
connector

firewall
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DEFINITION

An |IP address that is temporarily leased to a host by a DHCP
server. The opposite of static IP address.

DEFINITION

To introduce data into some other data unit to hide the format of
the data.

To alter an electronic signal so that only an authorized user can
unscramble it to view the information.

To encode data.

AVPN endpoint terminates the VPN at the router so that
computers on the SVG2500 LAN do not need VPN client
software to tunnel through the Internet to the VPN server.

The most widely used LAN type, also known as IEEE 802.3. The
most common Ethernet networks are 10Base-T, which provide
transmission speeds up to 10 Mbps, usually over unshielded,
twisted-pair wire terminated with RJ-45 connectors. Fast
Ethernet (100Base-T) provides speeds up to 100 Mbps. “Base”
means “baseband technology” and “T" means “twisted pair
cable”

Each Ethernet port has a physical address called the MAC
address.

A ComlLabs standard that is DOCSIS adapted for use in
Europe.

A message generated by a device to inform an operator or the
network management system that something has occurred.

A connection point in a computer where a circuit board can be
inserted to add new capabilities.

Extensible Authentication Protocol

DEFINITION
frame check sequence

A type of connector used to connect coaxial cable to equipment
such as the SVG2500.

A security software system on the SVG2500 that enforces an
access control policy between the Internet and the SVG2500
LAN.
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TERM
flow
FEC

FMDA

frame

frequency

FTP

full-duplex

G
TERM

gain

gateway

gateway IP
address

GHz
GUI

DEFINITION
A data path moving in one direction.

Forward error correction is a technique to correct transmission
errors without requiring the transmitter to resend any data.

Frequency Division Multiple Access is a method to allow multiple
users to share a specific radio spectrum. Each active user is
assigned an individual RF channel (or carrier), with the carrier
frequency of each channel offset from its adjacent channels by
an amount equal to the channel spacing, which allows the
required bandwidth per channel.

A unit of data transmitted between network nodes that contain
addressing and protocol control data. Some control frames
contain no data

Number of times an electromagnetic signal repeats an identical
cycle in a unit of time, usually one second, measured in Hz, kHz,
MHz, or GHz.

File Transfer Protocol is a standard Internet protocol for
exchanging files between computers. FTP is commonly used to
download programs and other files to a computer from web
pages on Internet servers

The ability to simultaneously transmit and receive data. See also
half-duplex.

DEFINITION

The extent to which a signal is boosted. A high-gain antenna
increases the wireless signal level to increase the distance the
signal can travel and remain usable.

A device that enables communication between networks using
different protocols. See also router. The SVG2500 enables up to
245 computers supporting IEEE 802.11b, Ethernet, or USB to
share a single broadband Internet connection.

The address of the default gateway router on the Internet. Also
known as the “giaddr.”

Gigahertz — one billion cycles per second

graphical user interface
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H
TERM
H.323

half-duplex

headend

header

hexadecimal

HFC

hop

host

HTML
hub
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DEFINITION

A suite of protocols created by the ITU for interactive video
conferencing, data sharing, and audio applications such as VolP,

Network where only one device at a time can transmit data. See
also full-duplex.

A location that receives TV programming, radio
programming, data, and telephone calls that it modulates
onto the HFC network. It also sends return data and telephone
transmissions. Headend equipment includes transmitters,
preamplifiers, frequency terminals, demodulators, modulators,
and other devices that amplify, filter, and convert incoming
broadcast TV signals to wireless and cable channels.

The data at the beginning of a packet that identifies what is in the
packet.

A base-sixteen numbering system that uses sixteen sequential
numbers (0 to 9 and the letters A to F) as base units before
adding a new position. On computers, hexadecimal is a
convenient way to express binary numbers.

A hybrid fiber/coaxial cable network uses fiber-optic cable as the
trunk and coaxial cable to the subscriber’s premises.

The interval between two routers on an IP network. The number
of hops a packet traverses toward its destination (called the hop
count) is saved in the packet header. For example, a hop count
of six means the packet has traversed six routers. The packet
hop count increases as the time-to-live (TTL) value decreases.

In IP a host is any computer supporting end-user applications or
services with full two-way network access. Each host has a
unique host number that, when combined with the network
number, forms its IP address.

Host also can mean:

e A computer running a web server that serves pages for
one or more web sites belonging to organization(s) or
individuals

e A company that provides this service
e In IBM environments, a mainframe computer
Hyper Text Markup Language

On a LAN, a hub is a device that connects multiple hosts to the
LAN. A hub performs no data filtering. See also bridge and router.
An IP hub is typically a unit on a rack or desktop.
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TERM

Hz

TERM
IANA

ICMP

ICSA

IEEE

IEEE 802.11b
IEEE 802.11g

IEEE 802.3
IETF

IGMP

DEFINITION

On an HFC network, a hub is a scaled-down headend that
performs some or all headend functions for part of the system.

Hertz — one cycle per second. The unit to measure the frequency
that an alternating electromagnetic signal cycles through its
highest and lowest states. Used to define the bands of the
electromagnetic spectrum used in voice and data
communications, or to define the bandwidth of a transmission
medium.

DEFINITION

The Internet Numbering Address Authority (IANA) is an
organization under the Internet Architecture Board (IAB) of the
Internet Society that oversees IP address allocation. It is under a
contract from the U.S. government.

Internet Control Message Protocol is a protocol used for error,
problem, and informational messages sent between IP hosts and
gateways. ICMP messages are processed by the IP software and
are not usually apparent to the end-user.

The International Computer Security Association is the security
industry’s main source of research, intelligence, and product
certification.

The Institute of Electrical and Electronics Engineers, Inc.
(http://www.ieee.org) is an organization that produces standards,
technical papers, and symposiums for the electrical and electronic
industries and is accredited by ANSI.

I[EEE wireless network standards

See Ethernet.

The Internet Engineering Task Force (http://www.ietf.org) is an
open international community of network designers, operators,
vendors, and researchers that develops and maintains Internet
architecture. Technical working groups issue working documents
called Internet-Drafts. The |IETF publishes review versions of the
drafts called requests for comments (RFCs).

Internet Group Membership Protocol is the Internet multicasting
standard. IGMP establishes and maintains a database of group
multicast addresses and interfaces to which a multicast router
forwards multicast packets. IGMP runs between multicast hosts
and their immediately-neighboring multicast routers.
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TERM
IGMP spoofing

impedance

impulse noise

Ingress noise

Internet

Internetwork

IP

IP address

IPSec

IKE
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DEFINITION

A process where a router acts as an IGMP querier for multicast
hosts and an IGMP host to a multicast router.

The total opposition to AC electron current flow within a device.
Impedance is typically 75 ohms for coax cable and other CATV
components.

A noise of very short duration, typically along the order of 10
microseconds. It is caused by electrical transients such as voltage
spikes, electric motors turning on, and lightning or switching
equipment that bleed over to the cable.

Noise typically caused by discrete frequencies picked up by the
cable plant from radio broadcasts or an improperly grounded or
shielded home appliance such as a hair dryer. Ingress is the major
source of cable system noise.

A worldwide collection of interconnected networks using TCP/IR

A collection of interconnected networks allowing communication
between all devices connected to any network in the collection.

Internet Protocol is a set of standards that enable different types
of computers to communicate with one another and exchange
data through the Internet. IP provides the appearance of a single,
seamless communication system and makes the Internet a virtual
network.

A unigue 32-bit value that identifies each host on a TCP/IP
network. TCP/IP networks route messages based on the
destination IP address. An IP address has two parts:

e A network address assigned by IANA

e SVG2500 network administrator assigns a host address to
each host connected to the SVG2500, automatically using
its DHCP server as a static IP address.

For a Class C network, the first 24 bits are the network address
and the final 8 bits are the host address; in dotted-decimal format,
the IP address appears as “network.network.network.host.”

If you enable the SVG2500 DHCP client on the Basic DHCP Page,
the Internet Service provider automatically assigns the network
address, subnet mask, domain name, and DNS server to provide
a continuous Internet connection.

The Internet Protocol Security protocols are IETF authentication
and encryption standards for secure packet exchange over the
Internet. IPSec works at OSI layer 3 and secures everything on
the network.

Internet Key Exchange
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TERM
ISAKMP
ISDN
ISO

ISP
ITU

TERM
kHz

TERM
L2F

L2TP

LAC

LAN

layer

DEFINITION
Internet Security Association and Key Management Protocol
Integrated Services Digital Network

The International Organization for Standardization
(http://www.iso.ch) is a worldwide federation of national
standards bodies from approximately 140 countries. ISO is a non-
governmental organization established in 1947 to promote the
development of standardization and related activities in the world
with a view to facilitating the international exchange of goods and
services, and to developing cooperation in the spheres of
intellectual, scientific, technological, and economic activity.

Internet Service Provider

International Telecommmunications Union

DEFINITION

kilohertz — one thousand cycles per second

DEFINITION

Layer 2 Forwarding is an OSI layer 2 protocol that establishes a
secure tunnel across the Internet to create a virtual PPP
connection between the user and the enterprise network.
L2F is the most established and stable layer 2 tunneling
protocol.

Layer 2 Tunnel Protocol is a PPP extension that enables ISPs to
operate VPNs. L2TP merges the best features of the PPTP and
L2F L2TP is the emerging IETF standard.

An L2TP access concentrator is a device to which the client
directly connects. PPP frames are tunneled through the LAC
to the LNS. The LAC need only implement the media over
which L2TP operates to transmit traffic to one or more LNSs.
The LAC may tunnel any protocol carried within PPP. The LAC
initiates incoming calls and receives outgoing calls. A LAC is
analogous to an L2F NAS.

A local area network provides a full-time, high-bandwidth
connection over a limited area, such as a building or campus.
Ethernet is the most widely used LAN standard.

In networks, layers are software protocol levels. Each layer
performs functions for the layers above it. OSl is a reference
model having seven functional layers.
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TERM
LCP

Latency

LED
LNS

loopback

M
TERM
MAC address

MB

Mbps

media

MiB
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DEFINITION

Link Control Protocol establishes, configures, and tests data link
connections used by PPP

The time required for a signal to pass through a device. It is often
expressed in a quantity of symbols.

light-emitting diode

An L2TP network server is a termination point for L2TP tunnels
where PPP frames are processed and passed to higher layer
protocols. LNS can operate on any platform that terminates PPP
The LNS handles the server side of the L2TP protocol. L2TP
relies only on the single media over which L2TP tunnels arrive.
The LNS can have a single LAN or WAN interface, but can
terminate calls arriving at any of the LAC's full range of PPP
interfaces (asynchronous, synchronous, ISDN, V.120, etc.).
The LNS initiates outgoing calls and receives incoming calls. LNS
is analogous to a home gateway in L2F technology.

A test that loops the transmit signal to the receive signal.
Usually, the loopback test is initiated on a network device. The
test is used to verify a path or to measure the quality of a signal
on that path.

DEFINITION

The Media Access Control address is a unique, 48-bit value
permanently saved in ROM at the factory to identify each
Ethernet network device. It is expressed as a sequence of 12
hexadecimal digits printed on a Label on the Bottom of the
SVG2500. You need to provide the HFC MAC address to the
Internet Service provider. Also called an Ethernet address,
physical address, hardware address, or NIC address.

One megabyte; equals 1,024 x 1,024 bytes, 1,024 kilobytes, or
about 8 million bits.

Million bits per second (megabits per second). A rate of data
transfer.

The various physical environments through which signals pass;
for example, coaxial, unshielded twisted-pair (UTP), or fiber-optic
cable.

A management information base is a unique hierarchical
structure of software objects used by the SNMP manager and
agent to configure, monitor, or test a device.
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TERM
MHz

MPDU
MSDU
MSO

MTU

Multicast

mW

N
TERM
NAS
NAT

NAPT

NEC

network

network driver

network layer

DEFINITION

Megahertz — one million cycles per second. A measure of
radio frequency.

MAC protocol data unit (PDU)
MAC service data unit.

Multiple Systems Operator. A company that owns and operates
more than one cable system. Also called a group operator.

The Maximum Transmission Unit is the largest amount of data
that can be transmitted in one discrete message on a given
physical network. The MTU places an upper limit on the size
of a message that can be transferred by the network in a single
frame. Messages exceeding the MTU must be fragmented
before transmission and reassembled at the destination.

A data transmission sent from one sender to multiple
receivers. See also broadcast and unicast.

milliwatts

DEFINITION
Network access server

Network Address Translation is an Internet standard for a LAN to
use one set of IP addresses for internal traffic and a second set
of IP addresses for external traffic.

Network Address Port Translation is the most common form of
address translation between public and private IP addresses.
NAPT maps one public IP address to many private IP
addresses. If NAPT is enabled on the Basic Setup Page, one
public IP address is mapped to an individual private IP
address for up to 245 LAN clients.

National Electrical Code (United States) — The regulations
for construction and installation of electrical wiring and
apparatus, suitable for mandatory application by a wide range of
state and local authorities.

Two or more computers connected to communicate with each
other. Networks have traditionally been connected using some
kind of wiring.

Software packaged with a NIC that enables the computer to
communicate with the NIC.

Layer 3 in the OSI architecture that provides services to
establish a path between open systems. The network layer
knows the address of the neighboring nodes, packages output
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TERM

NIC

node

noise

TERM
ohm
(01|

P
TERM
packet

packet-
switched

PacketCable
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DEFINITION

with the correct network address data, selects routes, and
recognizes and forwards to the transport layer incoming
messages for local host domains.

A network interface card converts computer data to serial
data in a packet format that it sends over the LAN. ANIC is
installed in an expansion slot or can be built-in. Every Ethernet NIC
has a MAC address permanently saved in its ROM.

On a LAN, a generic term for any network device.

On an HFC network, the interface between the fiberoptic trunk
and coaxial cable feeders to subscriber locations. A node is
typically located in the subscriber’s neighborhood.

Random spurts of electrical energy or interface. May produce a
salt-and-pepper pattern on a television picture.

DEFINITION
A unit of electrical resistance.

The Open Systems Interconnection reference model is an
illustrative model describing how data moves through a
network from an application on the source host to an
application on the destination host. It is a conceptual framework
developed by ISO that is now the primary model for
intercomputer communications. OSl is a model only, it does
not define a specific networking interface.

DEFINITION

The unit of data that is routed between the sender and
destination on the Internet or other packet-switched network.
When data, such as an e-mail message, is sent over the Internet,
the sender’s IP divides the data into uniquely-numbered packets.
The packet header contains the source and destination IP
addresses. The individual packets may travel different routes.
When all packets arrive at the destination, IP at that end
reassembles the packets.

A scheme to handle transmissions on a connectionless network
such as the Internet. An alternative is circuit-switched.

A CableLabs-led project to define a common platform to deliver
advanced, real-time multimedia services over two-way HFC

191


http://www.manualslib.com/

17 GLOSSARY

TERM

pass-through

PAT
PCI
PCMCIA

PDA
PDU

periodic
ranging

physical layer

piggybacking

PING

PMD

point-to-point
POTS

port

DEFINITION

cable plant. Built on DOCSIS 1.1, PacketCable networks use IP
technology as the basis for a highly-capable multimedia
architecture.

A pass-through client on the SVG2500 LAN obtains its public IP
address from the Internet Service provider's DHCP server.

Port Address Translation
Peripheral Component Interconnect

The Personal Computer Memory Card International Association
sets international standards for connecting peripherals to
portable computers. Laptop computers typically have a PCMCIA
slot that can hold one or two PC Cards to provide features such
as Ethernet connectivity.

personal digital assistant

A protocol data unit is a message containing operational
instructions used for SNMP The basic SNMP V2 PDU types are
get-request, get-next-request, get-bulk-request, response, set-
request, inform-request, and trap.

Ranging that is performed on an on-going basis after initial
ranging has taken place.

Layer 1 in the OSI architecture. It provides services to transmit
bits or groups of bits over a transmission link between open
systems. It entails the electrical, mechanical, and handshaking
procedures.

A process that occurs when a cable modem simultaneously
transmits data and requests additional bandwidth.

A network utility that tests host reachability by sending a small
packet to the host and waiting for a reply. If you PING a
computer IP address and receive a reply, you know the computer
is reachable over the network. It also stands for
Packet InterNet Groper.

The physical media-dependent sublayer of the physical layer
which transmits bits or groups of bits over particular types of
transmission links between open systems. It entails the
electrical, mechanical, and handshaking procedures.

Physical connection made from one point to another.

The “plain old telephone service” offered through the PSTN;
basic analog telephone service. POTS uses the lowest 4 kHz of
bandwidth on twisted pair wiring.

On a computer or other electronic device, a port is a socket or
plug used to physically connect it to the network or to other
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Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

17 GLOSSARY

TERM

port mirroring

port triggering

PPP

PPTP

private IP

protocol

provisioning

PSTN

public IP
address

Downloaded from www.Manualslib.com manuals search engine

DEFINITION

devices. InTCP/IR a port is a number from 0 to 65536 used
logically by a client program to specify a server program. Ports 0O
to 1024 are reserved

A feature that enables one port (source) on the SVG2500 to be
copied to another port (destination) to be studied. The destination
mirrors the transmitted (from) or received (to) data on the source
port to enable the person managing the network to monitor
activity.

A mechanism that allows incoming communication with
specified applications. Primarily used for gaming applications.

Point-to-Point Protocol is used to transport other protocols,
typically for simple links over serial lines. It is most commonly
used to access the Internet with a dial-up modem.

Point-to-Point Tunneling Protocol encapsulates other protocols. It
is a new technology to create VPNs developed jointly by several
vendors.

An IP address assigned to a computer on the SVG2500 LAN by
the DHCP server on the SVG2500 for an address-specified lease
time. Private |IP addresses are used by the SVG2500 LAN only;
they are invisible to devices on the Internet. See also public IP
address.

A formal set of rules and conventions for exchanging data.
Different computer types (for example PC, UNIX, or mainframe)
can communicate if they support common protocols.

The process of auto discovery or manually configuring a cable
modem on the CMTS.

The public switched telephone network is the traditional circuit-
switched, voice-oriented telephone network. See also POTS.

The IP address assigned to the SVG2500 by the Internet Service
provider. A public IP address is visible to devices on the Internet.
See also private |IP address.
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Q
TERM
QAM

QPSK

QoS

R
TERM
RAS

registration

return loss

RF

RFC

RJ-11

RJ-45

DEFINITION

Quadrature Amplitude Modulation uses amplitude and phase
modulation to encode multiple bits of data in one signaling
element. QAM achieves faster data transfer than amplitude or
phase modulation alone, but the signal is more prone to errors
caused by noise. QAM requires a transmission circuit with a
higher CNR than alternate modulation formats such as QPSK. Two
types of QAM are:

e 16 QAM, which encodes four bits per symbol as one of 16
possible amplitude and phase combinations.

e 64 QAM, which encodes six bits per symbol as one of 64
possible amplitude and phase combinations.

Quadrature Phase Shift Keying is a phase modulation algorithm.
Phase modulation is a version of frequency modulation where the
phase of the carrier wave is modulated to encode bits of digital
information in each phase change.

Quality of service describes the priority, delay, throughput, and
bandwidth of a connection.

DEFINITION
Remote Access Server

How a cable modem makes itself known to the CMTS. The
cable modem configuration file and authorization are verified and
the CoS is negotiated.

A measurement of the quality of the match of the device to the
cable system. Return loss is the ratio of the amount of power
reflected by the device. A return loss of 20 dB or greater is
preferred.

Radio Frequency — signals used by the CMTS transmitter and
receiver to send data over HFC. The carrier is modulated to
encode the digital data stream for transmission across the cable
network.

Request for Comments published on the IETF or other
websites. Many RFCs become international standards.

The most common type of connector for household or office
phones.

An 8-pin modular connector; the most common connector type
for 10Base-T or 100Base-T Ethernet networks.
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DEFINITION
read-only memory

On IP networks, a device connecting at least two networks,
which may or may not be similar. A router is typically located at a
gateway between networks. A router operates on OS| network
layer 3. It filters packets based on the |P address, examining
the source and destination IP addresses to determine the
best route on which to forward them.

A router is often included as part of a network switch. A router
can also be implemented as software on a computer.

A table listing available routes that is used by a router to
determine the best route for a packet.

request to send

DEFINITION
The set of IP addresses that a DHCP server can lease to clients.

In a client/server architecture, a dedicated computer that supplies
files or services such as file transfer, remote login, or printing to
clients.

A company providing data or telephone services to
subscribers.

service data unit

A service ID is a unique 14-bit identifier the CMTS assigns to a
cable modem or gateway that identifies the traffic type it carries
(for example, data or voice). The SID provides the basis for the
CMTS to allocate bandwidth to the cable modem and
implement CoS.

small and medium enterprise

Simple Mail Transfer Protocol is a standard Internet protocol for
transferring e-mail.

Simple Network Management Protocol is a standard to monitor
and manage networks and network devices. Data is exchanged
using PDU messages.

small office home office

A specified range of frequencies used for transmission of
electromagnetic signals.

An allocation of portions of the available electromagnetic
spectrum for specific services, such as AM, FM, or personal
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SSID

stateful-
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static filter

static IP
address

static route
station

subscriber

subnet mask

subnetwork

switch

DEFINITION
communications.

A device that divides the signal from an input cable between
two or more cables.

The Service Set Identifier or network name is a unigue
identifier that wireless clients use to associate with an
access point to distinguish between multiple WLANSs in the
same area. All clients on a WLAN must have the same SSID
as the access point.

A type of firewall that tracks each connection, traversing all
firewall interfaces to ensure validity. In addition to examining
the source and destination in the packet header based on static
rules, a stateful inspection firewall:

e Examines packet headers via the context established by
previous packets that traversed the firewall
e Monitors the connection state and saves it in a table
e (loses ports until a connection to a specific port is
requested
e May examine the packet contents up through the
application layer to determine more than just the source
and destination
A stateful inspection firewall is more advanced than a static
filter firewall.

A type of firewall that examines the source and destination in the
packet header based on administrator-defined rules only.

An |IP address that is permanently assigned to a host.
Normally, a static IP address must be assigned manually. The
opposite of dynamic IP address.

A manually-defined route.
[EEE 802.11b term for wireless client.

A home or office user who accesses television, data, or other
services from an Internet Service provider.

A bit mask that is logically ANDed with the destination IP address
of a packet to determine the network address. A router routes
packets using the network address.

A part of a network; commonly abbreviated “subnet.” When
subnetting is used, the host portion of the IP address is
divided into a subnet and host number. Hosts and routers
use the subnet mask to identify the bits used for the network
and subnet number.

On an Ethernet network, a switch filters frames based on the
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DEFINITION

MAC address, in a manner similar to a bridge. A switch is more
advanced because it can connect more than two segments.

The SVG2500 uses synchronous timing for upstream data
transmissions. The CMTS broadcasts timing messages that
bandwidth is available. The SVG2500 reserves data bytes
requiring x number of mini-slots. The CMTS replies that it
can receive data at a specified time (synchronized). At the
specified time, the SVG2500 transmits the x-number of data
bytes.

Also known as baud rate. This is a measure of the number of
times per second a signal in a communications channel varies
or makes a transition between states (states being frequencies,
voltage levels or phase angles). Usually measured in symbols
per second (sps).

A de-facto UNIX standard for logging system events.

DEFINITION
Tagged Binary Communication Protocol

Transmission Control Protocol on OSI transport layer four
provides reliable transport over the network for data transmitted
using IP (network layer three). It is an end-to-end protocol
defining rules and procedures for data exchange between hosts
on top of connectionless IP TCP uses a timer to track
outstanding packets, checks error in incoming packets, and
retransmits packets if requested.

Transmission Control Protocol/Internet Protocol suite. It provides
standards and rules for data communication between networks
on the Internet. It is the worldwide Internetworking standard
and basic communications protocol of the Internet.

Trivial File Transfer Protocol is a very simple protocol used to
transfer files.

Temporal Key Integrity Protocol

A method to enable all hosts on the wired Ethernet LAN, WLAN,
and USB connection to communicate as if they were all
connected to the same physical network.

Layer of the OSI| concerned with protocols for error recognition
and recovery. This layer also regulates information flow.

Electronic path over which data is transmitted.
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TTL

tunnel
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U-Z
TERM
UDP

unicast

upstream

USB

UTP

VLAN

VolP

DEFINITION

The time to live is the number of routers (or hops) a packet can
traverse before being discarded. When a router processes a
packet, it decreases the TTL by 1. When the TTL reaches zero,
the packet is discarded.

To place packets inside other packets to send over a network.
The protocol of the enclosing packet is understood by each
endpoint, or tunnel interface, where the packet enters and
exits on the network. VPNs rely on tunneling to create a secure
network.

Tunneling requires the following protocol types:

e A carrier protocol, such as TCP used by the network that
the data travels over

e An encapsulating protocol, such as IPSec, L2F, L2TP or
PPTP that is wrapped around the original data

e A passenger protocol, such as IR for the original data

A cable system that can transmit signals in both directions to
and from the headend and the subscriber.

DEFINITION
User Datagram Protocol

A point-to-point data transmission sent from one sender to one
receiver. This is the normal way you access websites. See also
broadcast and multicast

In a cable data network, upstream describes the direction of data
sent from the subscriber’'s computer through the cable modem
to the CMTS and the Internet.

Universal Serial Bus is a computer interface for add-on devices
such as printers, scanners, mice, modems, or keyboards. USB
supports data transfer rates of 12 Mbps and plug-and-play
installation. You can connect up to 127 devices to a single USB
port.

Unshielded twisted pair (wire)

A virtual local area network is group of devices on different LAN
segments that are logically configured to communicate as if
they are connected to the same wire.

Voice over Internet Protocol is a method to exchange voice,
fax, and other information over the Internet. Voice and fax have
traditionally been carried over traditional telephone lines of the
PSTN using a dedicated circuit for each line. VolP enables calls

198

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

17 GLOSSARY

TERM

VPN

WAN

WAP

WECA

WEP

WiFi

Wireless Cable
Modem
Gateway

WLAN

world wide
web

WPA

Downloaded from www.Manualslib.com manuals search engine

DEFINITION

to travel as discrete data packets on shared lines. VoIP is an
important part of the convergence of computers, telephones,
and television into a single integrated information network.

A virtual private network is a private network that uses “virtual”
connections (tunnels) routed over a public network (usually the
Internet) to provide a secure and fast connection, usually to users
working remotely at home or in small branch offices. A VPN
connection provides security and performance similar to a
dedicated link (for example, a leased line), but at much lower
cost.

A wide-area network provides a connection over a large
geographic area, such as a country or the whole world. The
bandwidth depends on need and cost, but is usually much
lower than for a LAN.

Wireless access point or Wireless Access Protocol. See also
access point.

The Wireless Ethernet Compatibility Alliance is a trade
organization that works to ensure that all wireless devices
(computer cards, laptops, air routers, PDAs, etc) can
communicate with each other.

Wired Equivalent Privacy encryption protects the privacy
of data transmitted over a WLAN. WEP uses keys to
encrypt and decrypt transmitted data. The access point must
authenticate a client before it can transfer data to another client.
WEP is part of IEEE 802.11b. Because WEP can be difficult to use
and does not provide very strong encryption, Motorola
recommends using WPA if possible.

Wireless fidelity (pronounced y-phi) brand name applied to
products supporting IEEE 802.11b.

The Motorola SURFboard Wireless Cable Modem Gateway is a
single device that combines a cable modem, router, Ethernet
switch, wireless access point, and DHCP server for SOHO or
SME use.

wireless LAN

An interface to the Internet that you use to navigate and
hyperlink to information.

Wi-Fi Protected Access (WPA) encryption, as described
on the Wi-Fi Alliance web page: http://www.wifialliance.org. It
is a far more robust form of encryption than WEP Motorola
recommends using WPA if all of your client hardware supports
WPA.
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